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1996: Paul
Kocher's
timing attack

:

Derives RSA key
timing a'E"ﬁt-l()OO

operations




Timing Attack is a Side-Channel Attack

/

Deriving a secret
key using leaked information



Side-Channel Attacks

Attack
implementation,
not algorithm -

Work well on

isolated
modules, but
difficult on PCs;

smart phones, -
(
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Where do these attacks apply best?
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Types of Side Channel Attacks
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Simple Side
Channel Attacks

Single
measurement of
cryptographic
operation

Differential Side
Channel Attacks

Multiple
measurements of
cryptographic
operation



Attacking the central
operation in ECC

Used In EC Key Gen,
ECDH, and ECDSA:
Scalar Multiplication
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tiplying with Double & Add

We want to compute Q = x * P for
a secret x and public EC point P

We represent x as binary string,
say X = 1%11001101

We start at the second bit

- for every 0 we double

- for every 1 we additional add P




Algorithm 1: "Naive” Double & Add
-

Secret scalar x = 1011001101 ...

Q — P
For 1i = r-2 to O
Q — 20 If current
If x. = 1 then Q - Q P <«—bit= 1 add
Output Q point P



Algorithm 1: "Naive” Double & Add

- Simple Side Channel Attack

Secret scalar x = 1011001101 ...

Q — P

For 1 = r-2 to 0
Q —~ 2°Q -
If x. = 1 then Q « Q th\ggft'it;gnal

Output Q !



Algorithm 2: Modified Double & Add
R

Q[0] —~ P

For 1 = r-2 to O
Q01 - 2+010] _—additionaiad"
O[0] —~ O [x. ] \Assign correct

option based on

Output O ~ scalar’s bit

value

-~ 3‘2,4.'_.



Algorithm 2: Modified Double & Add

Differential Side Channel Attack |
No k led bout
ggg] i(_—Pr— 2 +o 0 imp?emneo::aiiogneraeqtltilred
Q[0] « 2*Q[O0] Guess the first secret bit
or] - oro1+» [N
Q[0] — QIx;] Q = 2*P. Then define a

Ou tput o, Selection Function



i\lgorithm 2: Modified Double & Add
Differential Side Channeli\ttack




)-\Igorithm 2: Mocﬂ’ied Double & Add

Differential Side Channel Attack




Algorithm 2: Modified Double & Add
Differential Side Channel Attack T

Q[0] —~ P Now just continue with
- [ the scalar’s next bit and
For 1 = r-2 to O reconstruct the secret

Q[0] ~ 2*Q[O0]

Q[1l] ~ Q[O]+P

Q0] ~ Q[x;]
Output Q
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Countermeasures 2

Blind or
randomize
operands



Post-Quantum
Cryptography (PQC)

) Little

11 experience with *

4 Side Channel
Attacks

PQC requires
complex
|mplementat|ons
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Conclusion

Side Channel Attacks are
effective

Post-Quantum Crypto needs
side-channel resistant
iImplementation, too
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