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Model Context Protocol (MCP)
Introduced in 2024

Standardizes communication between 
AI agent and external service
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Personal assistant – Medical devices

Robot – Store

Avatar – Bank

Security 

Critical
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Extends MCP with cryptographic and other 
security mechanisms

MCP-I
Model Context Protocol Identity

ServiceAI agent MCP-I

Identity-

based
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DID:key no trust anchor

Decentralized Identifier Document (DID) 
Types

DID:web Website as trust anchor

DID:ion Bitcoin as trust anchor



DID:web

TLS-protected website as trust anchor
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Credential: Agent is
entitled to do money

transfers
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Reputation Service: Provides
agent reputation information

Non-crypto components

Scoring based on:

• Conformance level

• Age of agent

• Number of past interactions

• Review scores and quantityAI agent
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Audit Service

Tracks identity, credential, 
and delegation events

Non-crypto components
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The role of PKI
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The role of PKI

Certificate

CertificateCertificate

AI agent
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Use of digital 
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PKI not part of the specification

PKI can be used as security backbone
to secure TLS communication

MCP-I and PKI
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MCP-I:

Framework for secure, identity-
based communication in an AI-

driven world

Combines crypto-based security
with other security mechanisms

Conclusion
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MCP-I:

PKI not part of the specification, but 
recommended to secure TLS 

communication

Conclusion
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MCP-I:

Started in 2024

Still in an early stage

Might become important
in the near future

Conclusion
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END
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