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12 market shifts influencing the identity ecosystem
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Convergence
of physical and
digital IDs
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Upgrades in physical
document security
and materials
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Digital ID, mobile ID and wallet: all related — but not the same
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Digital ID

Refers to digital technology that can verify a
person’s identity and their key credentials to
enable the individual to engage in
transactions.

Public

Mobile ID

One of the different form factors of digital ID.

It is mostly used for identity authentication,
verification, and transactions to access
private and governmental services.
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Wallet
The entity that holds the virtual credentials or
attributes for the holder.



Four challenges digital identity must solve to scale
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Fragmentation &
interoperability

Challenge

— Many issuers

— Could be limited cross-
sector use

— Misaligned security
requirements due to
inconsistent architectures

Solutions

— Common standards

— Shared infrastructure
frameworks

— Regulatory alignment
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Public trust

Challenge

Fear of data theft or misuse
Lack of transparency
Misinformation and missing
user friendliness slow
adoption

Solutions

User control by design
Clear data communication
National digital education

@

Privacy & data
minimisation

Challenge

Full credential sharing
More data than needed
Unnecessary breach
exposure

Solutions

Selective disclosure
Zero-knowledge proofs
Strict guidelines for relying
parties
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High level of security

Challenge

Ensuring that digital IDs have
the same level of security as
physical IDs

Ensuring trust from citizens
and verifiers

Solutions

Secured hardware with high
security requirements
Cryptographic trust chains
Certification



Physical and digital IDs are converging globally
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Hybrid / twin models to stay
Citizens keep physical credentials while digital
wallets and mobile IDs expand.

Global examples
Regions and countries are piloting or deploying
digital identity models with different levels of

assurance, security architecture and root of trust.

Public
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Physical and digital IDs are converging globally

#A 4
<y >
g T 3 3 Japan
‘#
. : — My Number Card in Apple Wallet
European Union — : y_ : op .
" : — Online + in-person presentation
— European Digital Identity Wallet :
— Physical card as trust anchor
— eIDAS 2.0 framework
— Interoperability + security focus
‘ e———— Australia
— Queensland Digital Identity
— Assurance levels by use case
Mauritius — Application-based trust model

— 1SO-compliant Digital ID Wallet
— Chip-based elD + companion app
— Hybrid credential model

Selected examples
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Root of Trust — different security architectures — EUDI example

Smart Card eSE or eSIM Native (OEM) HSM External SE
SE Gateway (e.g. Telekom)

-2

& O & =

Local WSCD Remote WSCD

Hybrid versions between remote WSCDs and local WSCDs are also possible

WSCD: Wallet Security Cryptographic Device, CC: Common Criteria, eSIM: electronic SIM, eSE: embedded Secure Element
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Value of an external Smart Card for mobile ID &—/

Smart Card

-

What the Smart Card enables

— Card issuance with mobile applet (ISO 18013-5)

— Secured authentication for critical transactions
(e.g., paying large amounts, privacy topics,...)
Issuance of person attributes (PID) to mobile

phone

Regular update of PID after expiry of data on
phone

In-field update of OS, applet or data

Local signature with own key on card

High level of assurance
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Value of an external Smart Card for mobile ID k—/

2=
Field-proven Future-proof through
security solution PQC readiness What the Smart Card enables
— Card issuance with mobile applet (ISO 18013-5)
— Secured authentication for critical transactions
@ Q (e.g., paying large amounts, privacy topics,...)
Issuance of person attributes (PID) to mobile
Easy deployment High level of phone
and high reach assurance Regular update of PID after expiry of data on
phone
In-field update of OS, applet or data
/ o Local signature with own key on card
— '[LLI]' High level of assurance
Offline and Government
online usage sovereignty over the

card infrastructure

6/11/2026 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 9



infineon
Value of an external SE / SE gateway for mobile ID &—/

External SE

What the external SE / SE gateway enables
SE Gateway (e.g. Telekom)

— Use SE Gateway for issuance of credentials
— Secured authentication for critical transactions

(\) (e.g., paying large amounts, privacy topics,...)
{F Issuance of person attributes (PID) to mobile

phone

Regular update of PID after expiry of data on
phone

On-site update of OS, applet or data
Remote signature with own key on card

High level of assurance
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Value of an external SE / SE gateway for mobile ID k—/

S =
Field-proven Future-proof through
security solution PQC readiness What the external SE / SE gateway enables
— Use SE Gateway for issuance of credentials
— Secured authentication for critical transactions
@ Q (e.g., paying large amounts, privacy topics,...)
Issuance of person attributes (PID) to mobile
Easy deployment High level of phone
and high reach assurance Regular update of PID after expiry of data on
phone
On-site update of OS, applet or data
/ o Remote signature with own key on card
= '[LLI]' High level of assurance
Online usage Optional government

sovereignty over the
trust infrastructure
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Key takeaways: digital identity builds on physical trust

o
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Digital ID complements electronic physical documents —the hybrid model
Trusted credentials move into mobile and online use cases while electronic documents remain

the root of trust.

Mobile ID adoption is gaining momentum

Mobile ID is already being adopted in several countries, while EUDI and elDAS 2.0 are
accelerating standardization and infrastructure development. Some non-EU countries
may also align with emerging wallet infrastructures (i.e. Canada, US, UK).

Hardware security remains essential

Secure Elements provide the root of trust and help ensure that digital ID can reach the

assurance level of today’s electronic documents.

Infineon enables next-generation ID

Security-certified hardware for physical, digital and hybrid credentials.

Public
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Don’t wait for quantum to start preparing

“Quantum computers are not here yet —so why act now?”
Because sensitive data is already being collected, while ID systems take years to change.

Problem Solution Your benefit

— Data stolen today may be — Deploy PQC-ready secure — Protect long-term identity data
decrypted tomorrow hardware today — Extend the value of today’s
— ID documents and infrastructures — Keep cryptographic algorithms infrastructure
have long lifecycles updateable — Stay secured, compliant and trusted
— Late migration creates cost, — Build a migration path for future over time

pressure and disruption standards

6/11/2026 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 13



Infineon

PQC global transition plan

UK

National PQC roadmap

— Key milestone definition by 2028

USA / NIST — Highest-priority migration by 2031
Legacy crypto phase-out — Full migration by 2035

— Deprecated after 2030
— Disallowed after 2035

Germany / BSI

Hybrid transition recommended

— Classical-only algorithms only until 2031

— Hybrid implementations after 2031 ->
Signatures based on RSA with a key
length of at least. 3000 bit are
recommended to be used until 2035

— Migration completed by 2035

European Union

/ ENISA / NIS

Risk-based transition path

— Initial phase by 2026 France / ANSSI

— ngh-rlsl.< use case migration Early migration mandate
completlo.n by 2030 — Hybrid implementation

. M?d'u_m risk use c_ases — 2027: mandatory PQC for qualification
migration completion by 2035 entry
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Who is ready? Infineon is ready. Infineon
Worlds first CC certificate for PQC k—/

Certification in December 2024

— World’s first CC-certificate for ML-KEM on
an Infineon security controller

— Common press release with German Federal
Office for Information Security (BSI)
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Bundesamt
fir Sicherheit in der
Informationstechai

*®

IT-Sicherheitszertifikat

Bundesamt $ar Skcherbedt in der Ioformaticastectaaik.

Deutsches

BS1-DS2-CC-1249-2024 (")
Smartcard Controlier »s

IFX_CCI_000068h, IFX_CC1_000080h design step G12 with firmware
version 80.505.04.1, mwpocmmuumzmuu
¥04.05.0040, optional UMSLC v02.01.0040 and user guidanc
documents

Infineon Technaiogies AG
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), 1

PP conformant plus product speciic extensions
Comemon Criteria Part 2 extended “
Assurance: Comenon Criteria Part 3 conformant

EAL 6 augmented by ALC_FLR 1
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Who is ready? Infineon is ready.
Worlds first CC certificate for PQC

BUNDESDRUCKERE! IDENTITATSKARTE
o

German PQC Ready
Identity Card

Ginn TO155L7HG

Tormiral Avthentication (TA)

HYBRID ECDSA + ML-DSA

Chip Authentication (CA}

HYBRID ECDH ¢« ML-KEM

Sereary
R Scarhet o der
ittty

*

Root CA Securt

Iy
HASH-BASED SIGNATURE (LMS)

IDUTOTOT55L7HGT <<<<<<<<KLKLK<KLK<LK
2509138<3509010D<<PQC<LK<LK<LLLKLT
QUANTUM<SECURED<<FIRST<<<K<L<L<LLK

| 1 e
& NIST FIPS-203/-204 SP 800-208
is BSI TR-03110/-03127
gg ISO/IEC 7816
(8] Name /Surnama | Nem ) E E-
WQUANTUM-SECURED & 9 BOR. BSI, G+D, IFX
MIDENTITY CARD .
Vorsamen] Grves Names [Prémens ww T
FIRST 123456 D

Demonstration model of a quantum-secured ID card
Source: Bundesdruckerei GmbH
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Bundesdruckerei, Giesecke+Devrient, BSI, and
Infineon developed new security technology for
Germany’s next-generation ID cards with
guantum-resistant chips.

The solution uses BSI's recommendations: hybrid
cryptography combining classical methods with
ML-KEM and ML-DSA (post-quantum algorithms).

Infineon’s new chip design enables fast, side-
channel-resistant implementation of post-quantum

cryptography.

Early adoption is important, as ID cards are
valid for ten years.
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Paper documents need a digital trust layer — Chip-in-Paper

Many high-value documents will remain paper-based —
but their authenticity must become easier, faster and
more reliable to verify.

® Fraud risks in paper-based documents
— Forgery & counterfeiting

—  Physical vulnerability

— Limited traceability

— Manual verification gaps

@® The solution: Chip-in-Paper

— Ultra-thin security chip embedded in paper
— NFC/RFID-based verification

—  Cryptographic authenticity + integrity

—  Tamper resistance + clone detection

® Potential use cases

— Land deed and land lease certificates
—  Birth certificates

— University diplomas

— High-value tickets or documents

6/11/2026 Public Copyright © Infineon Technologies AG 2026. All rights reserved. 17
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Future-proof document security — enabled by Infineon

? Ky

Certified security Implementation expertise
— High Security Controller — Proven security track record
— Common Criteria EAL6+ — Integration support
— NFC interface -~ Accelerated go-to-market =
S ®
Multiple integration options Long lifetime options
— Ultra-thin module for seamless — Different lifetime possibilities
integration —  Suitable for different document
— Embedded in substrate types fineon
—  Sticker implementation option —  Suitable for high-value credentials

Aligned with global standards for trusted digital verification

@Common Criteria Igb f i do_ N ch
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Proof of concept: Chip-in-Paper &—/

Banknote of the future

16 May 2024: Bundesdruckerei

wins Industry Award
NFC-enabled chip connects the
physical banknote to digital
services

Award-winning concept for the
Banknote of the Future

Opens new possibilities for
central banks and high-value
documents

Infineon security controller built
into the cavity of a half-window
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