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About Me
PhD Student @ Ruhr University Bochum

• B. Sc. And M. Sc. In IT-Security

• Industry Experience (e.g., Audit & Compliance)

• Research Focus on Challenges for IT-Security 
Practitioners in Organizations and Economics of 
IT-Security

• Doing (Almost) Exclusively Research with 
Industry Partners

• Part of an Interdisciplinary Team
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The Challenge:
Secure Software Development
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The Challenge:
Secure Software Development

Plan

Design Test

MaintainDevelop

5



Partner LOGO 

HERE

The Challenge:
Secure Software Development

• Lots of (Potential) Security Tasks in the Development Life Cycle

• Limited Security Knowledge in Development Teams

• Limited Security Personnel in Security Organization

• Two Options:

• Hire more Security Staff

• Enable Developers to Have a “First Glance” Through
the Security Lens
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Security Champions

7



Partner LOGO 

HERE

What is the Concept of Security 
Champions?
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What is the Concept of Security 
Champions?
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What is the Concept of Security 
Champions?
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• Developers Interested in IT-Security

• Connected to the IT-Security 
Department

• Regular Exchange

• Security Training:

• E.g., Threat Modeling, Vulnerability 
Assessment, Pen-Testing, Secure 
Secret Management, …
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Security Champions in a Nutshell
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What Could go 
Wrong?
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• Missing Management Support and Guidance for Security Champions

• Conflicting Responsibilities and Lack of Time

• Missing Communication Channels Between Security Champions

• Differing Required Security Skills for Different Business Divisions

• Finding Suitable Training for Security Champions

• Achieving Equal Motivation (and Skills) Across Security Champions

• Missing Security Strategy & Goals 
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Obstacles Identified by Research
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Security Champions Guide by OWASP
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Our Most Recent Case Study
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Our Most Recent Case Study
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Our Most Recent Case Study

• Familiarized Ourselves with the 
Company, Development Process, 
and Security Champion Program
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Our Most Recent Case Study

• Familiarized Ourselves with the 
Company, Development Process, 
and Security Champion Program

• Attended Bi-Weekly Meetings of 
Security Champions

• Very Speaker-Heavy

• Only Few Questions Asked or 
Discussions
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Our Most Recent Case Study

• Retrospective to Gather Feedback
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Our Most Recent Case Study

• Retrospective to Gather Feedback

• Vision Workshop

• Mission Statement and Goal
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Our Most Recent Case Study

• Retrospective to Gather Feedback

• Vision Workshop

• Mission Statement and Goal

• Secure Coding Workshop (5 Days)

• On-Premise (3 Days)
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Our Most Recent Case Study

• Biggest Change: Format

• Smaller Project Groups 
Working Independently on 
Lighthouse-Projects

• From Bi-Weekly

• To Every 4 Weeks to Check-In 
on Progress and Update the 
Other Groups
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Concrete Recommendation

Start with a Vision

Meet (Less) Regularly With All Security Champions

Small Independent Project Teams – Breakout Action Groups

Workshops

Retros
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Questions
Jens Opdenbusch

Ruhr University Bochum
Jens.Opdenbusch@rub.de



TAKE A MINUTE AND 
GIVE US FEEDBACK
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