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How to make a cat look like guacamole
- Attacks on Artificial Intelligence

(9 Ground Floor /[ Konferenzsaal - Pavillo...)

Klaus Schmeh

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
nresentation dives an overview a
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Using two very different practical examples, this talk explains how
and why IDpendant as a system integrator can help their
customers to fulfill modern security requirements and legal

regulations with solutions from Eviden.

® Example 1: Mid-Sized Pharmaceutical manufacturer using
Evidian SSO Enterprise

® Example 2: Large insurance company using cryptovision SC
interface remote plus IDnomic CMS (fka Opentrust CMS)
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Example 1:

Evidian SSO Enterprise for Hermes Arzneimittel, Pullach (munich
area)

- about 350 employees

- Challenge: Windows tablets in production and shipping

- SS0O solution with RFID cards required to ensure easy and secure
access to all required applications
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- ~ Evidian Enterprise SSO & Mobile E-SSO
Microsoft

e portal ) Modules

7/ Enterprise Web Access
550 Manager

Globale SSO Losung

Einfache Integration in die Unternehmens I,
Keine zusatzliche Hardware erforderlich
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Why Evidian SSO?

- Meets all requirements

- Simple integration incl. the connection of all applications
- Scalable, very good user experience, competitive pricing

- High quality consulting, advice and support from manufacturer
(Evidian) and integrator (Idpendant)
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Example 2:

Very large insurance company (HQ in Munich Iocatedz using

E:rl\;//lgt)ovision SC interface remote plus Idnomic CMS (tka Opentrust

- +150k employees worldwide, +26k in Germany

- Challenge: authentication medium worldwide standard, easy to
deploy, incl. centralized management
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Example 2:
Very large insurance company (HQ in Munich Iocatedz using
cryptovision SC interface remote plus Idnomic CMS (tka Opentrust

CMS)

Starting2014 with CMS/certificate migration

+100.000 users
+160.000 Karten and 450.000 certificates

Different use cases

2015 - today:
Maintenace & 2nd-level-Support for all Eviden products (SC

interface plus SC interface remote, IDnomics CMS)
Smartcards (Configuration and Shlpplng by IDpendant)

Change requests/ extensions .
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Dog TAG CA Active Directory Global Directory
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Controle 35.000 insurance broker (field service)
using fat clients

25.000 thinclients (IGEL OS)
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SCinterface Applications

Manager

Signature E-Mail Browser SSOclient .
Utility

Register Tool

PKCS#I1
Minil Driver
CryptoToken
Driver

SCinterface VSC TPM ———
Secure Token Extension X-Store

Interface HaM
Smart Card or Token

- . . Virtual
Operating System = Windows  MacOS  Linux  elux Desktop IGELOS

Infrastructure
(vDI)
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Thoughts and conclusions:

® Fviden has a wide range of solutions for different customers with
different needs and requirements

® The excellent collaboration between Eviden, IDpendant and the
customer is the difference

® Trust solution providers who have been working successfully
together in the market for a lonfg time and benefit from their
expertise

12
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Sven Hoge
Senior Sales Manager @
IDpendant GmbH
sven.hoge@idpendant.com
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3 Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This

presentation gives an overview githase
concepts in an entertaining w Y Feedbi..

=VID&eN




	Folie 1
	Folie 2
	Folie 3: Using two very different practical examples, this talk explains how and why IDpendant as a system integrator can help their customers to fulfill modern security requirements and legal regulations with solutions from Eviden.
	Folie 4:  Example 1: Evidian SSO Enterprise for Hermes Arzneimittel, Pullach (munich area)  - about 350 employees  - Challenge: Windows tablets in production and shipping  - SSO solution with RFID cards required to ensure easy and secure access to all req
	Folie 5
	Folie 6:  Why Evidian SSO?  - Meets all requirements  - Simple integration incl. the connection of all applications  - Scalable, very good user experience,  competitive pricing  - High quality consulting, advice and support from manufacturer (Evidian) and
	Folie 7:  Example 2: Very large insurance company (HQ in Munich located) using cryptovision SC interface remote plus Idnomic CMS (fka Opentrust CMS)  - +150k employees worldwide, +26k in Germany  - Challenge: authentication medium worldwide standard, easy
	Folie 8:  Example 2: Very large insurance company (HQ in Munich located) using cryptovision SC interface remote plus Idnomic CMS (fka Opentrust CMS)   Starting2014 with CMS/certificate migration +100.000 users +160.000 Karten and 450.000 certificates Diff
	Folie 9
	Folie 11
	Folie 12: Thoughts and conclusions:
	Folie 13
	Folie 14

