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European C-ITS-PKI 

Theory and Application



V2X PKI Overview
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Traffic management 

Variable message sign

PKI

Roadwork's warning trailer Traffic light



V2X PKI Challenges
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Privacy

Minimize over the air bandwidth

High frequency of use

Many certificates are needed. How to revoke?

Availability short certificate validity 

Multi modal PKIs cross certification 

Connectivity between Vehicles and PKI



V2X PKI Privacy
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Herberts way to the office

Herberts way to the office

Third party

Periodic Change of Ids

Authority

PKI architecture



European C-ITS Trust Model 
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ECTL

Generate Trust between Infrastructure and car manufacturers on exchanging 

information via ITS-G5. 
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Volkswagen

PKI

EC-Root-CA

PKI

ECTL



Security Levels C-ITS PKI system 
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Project in Kärnten/Austria
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EC-Root-CA

Volkswagen YUNEX-AT, hosted by Eviden

YUNEX-AT Volkswagen

YUNEX-AT

EC-Root-CA



TAKE A MINUTE AND 
GIVE US FEEDBACK


	Folie 1
	Folie 2: European C-ITS-PKI Theory and Application
	Folie 3: V2X PKI Overview
	Folie 4: V2X PKI Challenges
	Folie 5: V2X PKI Privacy
	Folie 6: European C-ITS Trust Model 
	Folie 7: ECTL
	Folie 8: Security Levels C-ITS PKI system 
	Folie 9: Project in Kärnten/Austria
	Folie 10

