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Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,

including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
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European C-ITS-PKI
Theory and Application
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Privacy

Many certificates are needed. How to revoke?

Multi modal PKls cross certification
High frequency of use
Minimize over the air bandwidth
Availability short certificate validity

Connectivity between Vehicles and PKI
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V2X PKI Privacy YUN=X
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Periodic Change of Ids PKI architecture

Third party
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European C-ITS Trust Model
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C-ITS Certificate Policy

|
|

(cpoc ) |

Common CPOC :

YUN=X
TRAFFIC

Legend:

TLM ... Trust List Manager
CPOC ... C-ITS Point of Contact
CA ... Certificate Authority

EA ... Enrolment Authority

AA ... Authorisation Authority
— ... Trust Relation
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Additional Root CAs run in Europe by e.g. Member

State Authorities or Private Organisations providing

certificates to specific users.
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Generate Trust between Infrastructure and car manufacturers on exchanging
information via ITS-G5.
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Security Levels C-ITS PKI system YUN=X
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Level 0 available on request for larger field tests and pilots

Now End of
transition
phqse

[ L1 stations can be registered at L1 PKls |

I

I

I

1 L1 stations may process L2

L1 and L2 stations shall be
distinguishable by the receiver

Productive

L2 stations may process L1

Level 2 / messages, according to
their individual risk
N e W pmmmmmmmm————a- ‘ Every new ,productive” station or PKI has to analyses
v meet L2 requirements

Transition phase for
productive systems
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Project in Karnten/Austria
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EC-Root-CA
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YUNEX-AT

Volkswagen
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Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This

presentation gives an overview gEthasg
concepts in an entertaining w. * Feedb®®
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