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Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,

including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
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" Physical security

/I Physical security features
' have fundamental
weaknesses
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Appearance falsification
Is possible

Security of physical
documents is limited
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Counterfeit

Forgery

Impersonation

Types of Fra u_d

F 4

Unauthorized reproduction of a
genuine document

—

Falsification of a genuine
document

Usurper using a genuine

document and claiming to be the
holder
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The trend is towards electronic/digital security

Mobile ID EES=RO¥F/ WS = Crypto
reinforces [l I ) S plays
this trend S \ /(=" important

role

Electronic/digital security
relies on cryptography
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Additional crypto-based applications

Online authentication ULTIMATEID CARD
Digital signatures
Proof of ID attributes
Payment

Biometric authentication

Age verification

Policy Number 123
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Cryptography-based security measures

Digital ULTIMATE ID CARD Controlled
. HIGH SECURITY DEMANDS HIGH TECHNOLOGY
signatures for = I Access based
data stored h oo F on proper

Authentication

Private key for T SaeneanTanm |
authentication, TR Encryption for
signatures, key - communication

Policy Number 1234567890

exchange

Conventional elD applications become more secure
New applications become possible
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Why is crypto secure?

RSA as an example

Brute-forcing a
key takes billions

of billions of years

Reduction proofs
for RSA & ECC
d increase trust

Analyzed by RREE
hundreds of

crypto experts

Migration to post quantum will be necessary,

but this won‘t change the concept
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Non-cryptographic Attacks
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Conclusion

W)\t
S <. Physical security measures are
still relevant

They can be used without
readers and power supply

—
=

> Cryptographic algorithms are

not "automatically secure",
but need to be implemented
securely



Thank you!

Benjamin Drisch

Eviden Digital Identity

benjamin.drisch@atos.net

Fermin Vazquez

Eviden Digital Identity

fermin-teuctzintli.vazquez@atos.net

Questions?
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Klaus Schmeh

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
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