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How to make a cat look like guacamole
- Attacks on Artificial Intelligence

(9 Ground Floor /[ Konferenzsaal - Pavillo...)

Klaus Schmeh

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
nresentation dives an overview a
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Code Signing:
Protect your software,
your partners,
\and your customers/
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® Example of use cases

® Technical overview

® Recommendations

® Takeaways
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200+ models from 5 big device makers

[ |
‘ y e I I n s e ‘ u I I l y ‘ O n l ex l Keys were labeled "DO NOT TRUST." Nearly 500 device models use them anyway.
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® Cyber attacks have risen dramatically 13, e
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SECURITY EXECUTIVES INTEGRATORS VIDEO SURVEILLANCE ACCESS & IDENTITY CYBERSECURITY ARTIFICIAL INTELLIGENCE ALARMS & MONITORING RESIDENTIAL TECH

“Global critical infrastruct faced 61% of US Business affected by SLDC attacks
obal critical infrastructure faced over between 2022 and 2023 2

420 million cyberattacks, averaging
approximately 13 attacks per second”! Vulnerability management lessons from the JetBrains security incident

Despite the quick fix and the company claiming that there was no evidence that they had been attacked, there are lessons to be learned from
this incident.

Solarwinds attack cost affected companies on
average 11% of their annual revenue?

Hundreds of code A A A

libraries posted to NPM A,

® Software is also a sovereignty issue txy o nstall malware

on devmachines C
/

These are not the the developer tools you think they are.
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An ongoing attack is uploading hundreds of malicious packages to the open source node
package manager (NPM) repository in an attempt to infect the devices of developers who

® Furope is moving forward : CRA, NIS-2, eIDAS

rely on code libraries there, researchers said.
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Code Signing
Typical use cases
S/W Developpment Lifecycle & Supply Chain Update/upgrade of embedded S/W
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Key Modification Build Signature JAR Verification
generation of code

deployment

Transport
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Basics — Digital Signature Process
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subjects

Important subjects to focus on
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Comparison of implementations

HW Token &
Software processes Server Platform

Convenience 0

SAate Integrated to
~—J SDLC

e]  Audit &
5 Traceability

Secure Signature
Process E——————

1l Central Key
o Management

Compliance
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Take aways

® Essential Security Best Practise
® Guarantees S/W authenticity & integrity
® Secures S/W supply chain

® Protects critical infrastructure

® Not what, but how !

® EU Frameworks (CRA, NIS 2, eIDAS)
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TAKE A MINUTE AND
GIVE US FEEDBACK

How to make a cat look like guacamole
- Attacks on Artificial Intelligence :

(9 Ground Floor /[ Konferenzsaal - Pavillo...)

: ' Klaus Schmeh

3 Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This

presentation gives an overview githase
concepts in an entertaining w Y Feedbi..
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