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Motivation
eIDs & eMRTDs

• Electronic Identification

• Sensitive (Personal) Data

• Resource Constrained HW

• Built-in Security Mechanisms

• Built-in Cryptographic Support

3

Source: https://www.nxp.com/products/MOB10

https://www.nxp.com/products/MOB10
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eMRTDs

4

• RFID (NFC)

• PICC

• Micro-Controller Architecture

• NXP60 / TCOS / SLC52 etc.

• 8-12 KB RAM

• 12-32 Bit CPU

Hardware

Source: https://www.mouser.de/new/infineon/infineon-mid-range-sbc-family/

Source: https://www.nxp.com/products/SMARTMX3-P71D321
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eMRTDs
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Specification of Some Certified Security Chips

Adopted from [2]
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eMRTDs
Security Protocols
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Adopted from [1]
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eMRTDs
Certificates & PKI

• Certificate Authorities per Country 

• Signing and Verifying

• CSCA => Root Cert. => Document Signer (DS) Cert.

• DS Cert. => eMRTD Cert. (both on chip)

• CVCA => Root Cert. => Document Verifier (DV) Cert.

• DV Cert. => Terminal
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eMRTDs
Cryptographic Primitives
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Adopted from [2]
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eMRTDs
Authentication (Example)
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EAC: Extended Access Control 
consisting of Terminal and Chip 
Autentication

Adopted from [1]
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Next Generation eMRTDs
Using PQC Primitives
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Next Generation eMRTDs
PAKE pqm4 Impl.
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Next Generation eMRTDs
Benchamrks on STM32 at 20 MHz 
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Protocol Security Level Runtime (ms)

OCAKE: Card as Initiator

ML-KEM-512 (m4fspeed) 980

ML-KEM-768 (m4fspeed) 1.390

ML-KEM-1024 (m4fspeed) 1.924

OCAKE: Card as Initiator

ML-KEM-512 (m4fstack) 986

ML-KEM-768 (m4fstack) 1.400

ML-KEM-1024 (m4fstack) 1.918

Adopted from [4]
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Next Generation eMRTDs
Benchamrks on NXP SmartMX3 P71D600
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Protocol Security Level Runtime (ms)

PACE-BrainpoolP256r1 217

OCAKE: Card as Responder

ML-KEM-512 652

ML-KEM-768 995

ML-KEM-1024 1406

OCAKE: Card as Initiator

ML-KEM-512 917

ML-KEM-768 1500

ML-KEM-1024 2257

CPU clock at roughly 12 to 13 MHz

Adopted from [1]
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Next Generation eMRTDs
Certificates & PKI (Analysis)
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Adopted from [1]
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Next Generation eMRTDs
Conclusion
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• PQC feasible on current HW

• Performance penalties!

• ML-KEM & ML-DAS for eMRTD

• LMS for CA

• Optimized HW?

• SCA & FI?
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Questions
Nouri Alnahawi

Hochschule Darmstadt
nouri.alnahawi@h-da.de
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