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Motivation
Post-Quantum Cryptography

Crypto-Agility Needed PQC PRIMITIVES STANDARDIZATIONS
Hybrids Recommended | ~__ 7 \WORLDWIDE EFFORTS
@
Large Scale QCs ) -
e SECURITY ANALYSIS
Other Threats CRYPTO-AGILITY . LIBRARIES / APls
\\x - HARDWARE
N PERFORMANCE
DEPLOYMENT FUTURE SECURITY INTEGRATION & MIGRATION PHYSICAL PROTECTION

PROTOCOLS

RELEVANT THREATS?
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Motivation
eIDs & eMRTDs

® Electronic Identification

® SenSItlve (PerSOnaI) Data = DATE OF BIRTH

PASSPORT
= ADRESS

= BIOMETRIC DATA

® Resource Constrained HW

® Built-in Security Mechanisms Source:

® Built-in Cryptographic Support


https://www.nxp.com/products/MOB10
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eMRTDs

Hardware

of applied sciences

e RFID (NFC)
e PICC

® Micro-Controller Architecture

« NXP60/TCOS /SLC52 etc.
+ 8-12 KB RAM
+ 12-32 Bit CPU
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eMRTDs

Specification of Some Certified Security Chips

Model ROM | EEPROM | Flash | RAM

NXP SmartMX2 P60 5 - — 11 KB
12 KB
Inhneun SLE?b _ - — 28 KB™ | 18 KB~

Toshiba ToNDT | 2010 | 64KB | 80K | -~ | ¢k
Toshiba TGNE! -— 6 KB
ST Micro. ST31G480 | 2014 | — |  — | 480KB

g [__.Tp to.

Adopted from [2]
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eMRTDs

Security Protocols

OF TECHNOLOGY

Security Goal Cryptographic Mechanism
Passive Authentication Check Authenticity of Chip Data DS (on chip data)
Active Authentication Check Chip Genuineness Challenge-Response (DS)
Basic Access Control Initial comms. channel, prevent eavesdropping Challenge-Response (SKE)

i

PACE Initial comms. channel, prevent eavesdropping PAKE (incl. ephemeral DH)
Chip Authentication Check Chip Genuineness Ephemeral-Static DH
Terminal Authentication | Check terminal authorized to read secondary biometrics Challenge-Response (DS)
Payload Comms. Confidentiality / Data Integrity SKE, MAC

Adopted from [1]
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eMRTDs

Certificates & PKI

of applied sciences

® Certificate Authorities per Country

® Signing and Verifying
® CSCA => Root Cert. => Document Signer (DS) Cert.
® DS Cert. => eMRTD Cert. (both on chip)
® CVCA => Root Cert. => Document Verifier (DV) Cert.

® DV Cert. => Terminal
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eMRTDs

Cryptographic Primitives

Protocol | Cryptographic Mechanism Recommended Key Length
Hashing SHA- 384
Digital Signatures ECDSA 384
Encryption 3DES CBC-Mode 112
Authentication 3DES Retail MAC 112
Key Agreement ECKA 256
Encryption AES CBC-Mode 128
Authentication AES MAC 128
Key Agreement ECKA 256
Encryption AES CBC-Mode 128
Authentication AES MAC 128
Hashing SHA-2 256
Digital Signatures ECDSA 256
Hashing SHA-2 512
Digital Signatures ECDSA 512

Key length measured in bits.

EUROPEAN UNIVERSITY
OF TECHNOLOGY

Adopted from [2]
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eMRTDs

Authentication (Example)
Protocol Sequence for eMRTDs supporting EAC
eMRTD Terminal
Cert.eMRTD Cert. Term
Scan MRZ

of applied sciences

oo EAC: Extended Access Control
(with MRZ as password) consisting of Terminal and Chip
Terminal Authentication Autent I cat I on

Chip Authentication
Cert.eMRTD —

Secondary biometrics

Adopted from [1] 9
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PAKE pagm4 Impl.

Next Generation eMRTDs

Static Librarias

- LightSabar
- Saber
- FlreSaher

FAKEM_SABER

- KeyGen()
= Encap(}
- Dacapd)

Keys

Corains all keys used over the course of
the protocol execu Slzes dynamically

s depending on lhe KEM

- Encrypt()
Utility - Decrypt()

- Sockat Communication
- Acknowlesdgament Massage

Server

- Set KEM by CMake Flag
- Must be the KEM supported by client

d a darmstadt university
. of applied sciences

Static Libraries
5_Kyberb12

. _KyberT68
- Crystals  KyberiD24

FAKEM_KYBER

- KeyGen()
« Encap(}
= Dacapi)

AES Module

PAKEM-CORE - aes_128_sncrypti)

-aes 128 decrypt()

Skalelon for PAKEM-Interface - a8s_256_sncrypt)

- aas_256_dacrypd)

KDF Module

- shake_ 12B()
- shake 256()

Client

- KEM determined by flashed lib
- CMake sets KEM-flag automatically

member of

2L

EUROPEAN UNIVERSITY
OF TECHNOLOGY
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Next Generation eMRTDs
Benchamrks on STM32 at 20 MHz

OF TECHNOLOGY

ML-KEM-512 (m4fspeed)

OCAKE: Card as Initiator ML-KEM-768 (m4fspeed)
ML-KEM-1024 (m4fspeed)

ML-KEM-512 (m4fstack)

OCAKE: Card as Initiator ML-KEM-768 (m4fstack)

ML-KEM-1024 (m4fstack)

Adopted from [4]
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Next Generation eMRTDs
Benchamrks on NXP SmartMX3 P71D600

EUROPEAN UNIVERSITY
OF TECHNOLOGY

PACE-BrainpoolP256r1
ML-KEM-512
OCAKE: Card as Responder ML-KEM-768
ML-KEM-1024
OCAKE: Card as Initiator ML-KEM-768

ML-KEM-1024

| ML-KEM-512

Adopted from [1]

13



{MINDSHAREJ da darmstadt university

Next Generation eMRTDs
Certificates & PKI (Analysis)

EUROPEAN UNIVERSITY
OF TECHNOLOGY

CSCA /CVCA ML-DSA-65 | LMS-h20-192-w8 | LMS-h20-256-w3
scheme choice ML-DSA-65
ML-KEM-768
1952

Signature 1, csca

Sienature 1. pe
dignature py ps

i‘*l‘u' 3 il'[:l []
Total (Byt 10025 10665

Adopted from [1]

14
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Next Generation eMRTDs

Conclusion

of applied sciences

® PQC feasible on current HW

® Performance penalties!

e ML-KEM & ML-DAS for eMRTD
e | MS for CA

® Optimized HW?

e SCA & FI?

15
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