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Quantum Computer
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TRUSTED DISK – PK ENCRYPTION (TODAY)
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FIPS 203 – ML-KEM
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ML-KEM SMARTCARDS
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Operational Technology-Security in KRITIS Systems

CardOS PQCLM

Post Quantum Cryptography 

Learning Machine

Raspberry Pi Pico

Acts as PQ-Smartcard

(ML-KEM, ML-DSA, ECC, …)
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Key Gen

CK_MECHANISM_TYPE mechanism_type = CKM_ML_KEM_KEY_PAIR_GEN;
CK_ML_KEM_PARAMETER_SET_TYPE param_set = CKP_ML_KEM_768;
CK_ATTRIBUTE param_set_attr = {CKA_PARAMETER_SET, &param_set, sizeof(param_set)};
CK_ATTRIBUTE allow_encaps_attr = {CKA_ENCAPSULATE, &boolTrue, sizeof(CK_BBOOL)};

C_GenerateKeyPair(
session,
&mechanism,
sk_template, sk_template_count,
pk_template, pk_template_count,
out_pk_handle, out_sk_handle);

𝑝𝑘

𝑠𝑘



Rohde & Schwarz

ML-KEM SMARTCARDS
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Botan::ML_KEM_PublicKey pk(pk_bytes, Botan::KyberMode::Kyber768);
auto encaps = Botan::PK_KEM_Encryptor(pk, "Raw").encrypt(rng);
// -> k = encaps.shared_key(); c = encaps.encapsulated_shared_key();

ML-KEM
𝐸𝑛𝑐𝑎𝑝𝑠

𝑝𝑘
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𝑘

BSI approved

Botan 3.6.1≥
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CK_MECHANISM_TYPE mechanism_type = CKM_ML_KEM;

C_DecapsulateKey(
      session,
   mechanism,
   sk_handle,
      k_template, k_template_count,
   c_data, c_size,
   out_k_handle);
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PQC TRANSITION – BEST OF BOTH WORLDS

Classical Mechanism PQC Mechanism

ECIES-KEM ML-KEM

KEM-Combiner
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THANKS FOR YOUR ATTENTION!

ANY QUESTIONS?

Fabian Albert

Development Engineer

fabian.albert@rohde-schwarz.com

@FAlbertDev

PQC, Trusted Disk, Botan Developmenti

?
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DEMO TIME
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User Certificate with

Combined Key

(ECIES-KEM + ML-KEM)

External Device Encryption



Rohde & Schwarz

DEMO TIME

9/8/2025 Mindshare 2025 - Steal Now, Decrypt Later - Fabian Albert28

User Certificate with

Combined Key

(ECIES-KEM + ML-KEM)



Rohde & Schwarz

DEMO TIME

9/8/2025 Mindshare 2025 - Steal Now, Decrypt Later - Fabian Albert29

User Certificate with

Combined Key

(ECIES-KEM + ML-KEM)



Rohde & Schwarz

DEMO TIME

9/8/2025 Mindshare 2025 - Steal Now, Decrypt Later - Fabian Albert30

User Certificate with

Combined Key

(ECIES-KEM + ML-KEM)
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TAKE A MINUTE AND 
GIVE US FEEDBACK
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