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How to make a cat look like guacamole
- Attacks on Artificial Intelligence

(Q Ground Floor // Konferenzsaal - Pavﬂlo.v)

Klaus Schmeh

Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,
including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
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STEAL NOW - DECRYPT LATER
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WHAT IS AFFECTED?
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WHY CARE ABOUT PQC? Kais
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TRUSTED DISK - PK ENCRYPTION (TODAY)
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FIPS 203 — ML-KEM N

Encapsulation Mechanism Standard

Category: Computer Security

% Bundesamt
fiir Sicherheit in der
recommended by Informationstechnik
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Subcategory: Cryptography




ML-KEM SMARTCARDS
O |- E

KR|T|S3 M mm) Operational Technology-Security in KRITIS Systems

Bundesministerium
fir Wirtschaft

und Energie EVH D E N Post Quantum Cryptography

CardOS PQCLM — Learning Machine

e

JOASISOPEN

PKCS #11 Specification Version 3.2

Committee Specification Working Draft 13
16 April 2025

Acts as PQ-Smartcard
/(ML-KEM, ML-DSA, ECC, ...)

Raspberry Pi Pico
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ML-KEM SMARTCARDS

Key Gen

CK_MECHANISM_TYPE mechanism_type =

‘CK_ML_KEM_PARAMETER_SET_TYPE param_set
CK_ATTRIBUTE , &param_set, (param_set)};
CK_ATTRIBUTE = { &boolTrue, (CK_BBOOL)};

C_GenerateKeyPair(

J
&mechanism,

J

out_pk_handle, out_sk_handle);
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ML-KEM SMARTCARDS

Encapsulation

ML-KEM
Encaps

Botan: :ML_KEM PublicKey pk( , Botan::KyberMode: :Kyber768);

auto encaps = Botan::PK_KEM Encryptor(pk, "Raw").encrypt(rng);

!

BSI approved
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sk

ML-KEM SMARTCARDS ¢

ML-KEM
Decaps

Decapsulation ‘

C_DecapsulateKey(

mechanism,

J

J

out_k handle);
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PQC TRANSITION - BEST OF BOTH WORLDS

ECIES-KEM ML-KEM
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KEM-Combiner

13 Rohde & Schwarz ~ 9/8/2025 Mindshare 2025 - Steal Now, Decrypt Later - Fabian Albert



Encryption
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Encryption Decryption

pk
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kdlSk ﬁ CI'pr'I’ > C > Clpber ﬁ kdlSk
Encrypt Decrypt

15 Rohde & Schwarz ~ 9/8/2025 Mindshare 2025 - Steal Now, Decrypt Later - Fabian Albert



Trusted Disk setup

Trusted Disk setup wizard

Welcome to the Trusted Disk setup wizard. The Trusted Disk setup wizard will help you to set up Trusted Disk on
your computer,

Choose "Mext" to start the setup procedure,

Demo Time

Mext Cancel
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Demo Time
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Demo Time

€ Trusted Disk setup

Which hard disks would you like to encrypt?

You can choose which hard disks to encrypt below. We recommend to encrypt all hard disks.

On the systemn disk, you can select individual partitions as long as they are in a contiguous area. Mote that
partitions that are not encrypted will no longer be accessible and that encryption of the system partition is
mandateory.

/] Encrypt all areas.

EFI System Partition Recovery Partition

100.0 MB 456.0 MB

Mext Cancel




Demo Time
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Demo Time
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Trusted Disk setup

Activate full-disk encryption

Trusted Disk is now activating full-disk encryption for the systern. After activation, Trusted Disk will start to encrypt
the system.

XTS-AES a

Activation complete,
100%

€ R&S Trusted Disk Application 3¢

Encryption complete
Encryption of the system is complete.




Reboot Time
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Demo Time
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THANKS FOR YOUR ATTENTION! @

ANY QUESTIONS?

Fabian Albert

@ Development Engineer

. DA fabian.albert@rohde-schwarz.com

O @FAlbertDev

@ PQC, Trusted Disk, Botan Development




BACKUP-SLIDES




User Certificate with

DEMO TIME Combined Key

(ECIES-KEM + ML-KEM)
¢ R&S®Trusted Disk (Test Certificate (HybridCipherPqc))

Benutzer Besitzer Management

R&S®Trusted Disk

DATENTRAGER RECHTE- DATENTRAGER
VERSCHLUSSELN VERWALTUNG LOSCHEN
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User Certificate with

DEMO TIME Combined Key

(ECIES-KEM + ML-KEM)

¢ R&S5®Trusted Disk (Test Certificate (HybridCipherPgc)) — x
DATENTRAGER VERSCHLUSSELN

Bezeichnung VBOX HARDDISK USE Device

Grike (in MEB) 497

Typ

Einhdngepunkt

_ P r——
Trusted Disk Datentrager erzeugt
o ‘WVBOX HARDDISK USB Device' wurde

verschllsselt.
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User Certificate with

DEMO TIME Combined Key

(ECIES-KEM + ML-KEM)

s R&S®Trusted Disk (Test Certificate (HybridCipherPqc) = X

Benutzer Besitzer Management

R&S®Trusted Disk

DATENTRAGER DATENTRAGER DATENTRAGER EREIGNISPROTOKOLL
EINBINDEN AUSWERFEN UMSCHLUSSELN
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5
User Certificate with Skgcies—kEM

D EMO TI M E Combined Key Skmi-kEm

(ECIES-KEM + ML-KEM)

DATENTRAGER EINBINDEN

Kennung Beschreibung

Bezeichnung VE . Res®Trusted Disk - PIN-Eingabe
GraBe (in MB) 49

| Geben Sie lhre Smartcard-PIN ein,
Typ Exi

| Smartcard-PIN: LITTITITL)

Einhdngepunkt

Abbrechen
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DEMO TIME

== TRUSTEDDISK (E:) X + N - -~
E & (J > TRUSTEDDISK (E) TRUSTEDDIE Q
@ Meu ~ Tl Sortieren ~ wes [T Details
~ Marne - Anderungsdatum Typ Grafe
EI Q WorldDeminationPlan.tet 16.04.2025 10:25 Textdokurnent 1KB
. = O *
y  dil | | WorldDominationPlan.txt X A
Datei  Bearbeiten  Ansicht - & &3
= Step 1) Break asymmetric encryption with quantum computer
d Step 2) Seize world domination
i Step 3) Profit
= € RA&S Trusted Disk Application v ®
4 Ze 3, 5p 15 103 Zeichen 100% Wind (CRLF) UTF-8 . " .
- F - e Trusted Disk Datentrager eingebunden
1 Eln o WVBOX HARDDISK USB Device' wurde
ement

eingehangt als 'E: (TRUSTEDDISK)'.
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Artificial Intelligence (Al) tools, such as
ChatGPT or Bard, have become important aids
for every IT user. However, there are powerful
techniques to attack systems of this kind,

including Al poisoning, adversarial patterns, Al
jailbreaking, and image cloaking. This
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