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Electronic ID documents and machine readable travel documents (MRTD)
enhanced by biometric data provide advanced security and allow for additional
applications. The necessary security features range from access control
mechanisms within the document’s chip to authentication and encrypted data
transmission between chip and inspection system to public key infrastructures

providing the corresponding

certificates. This whitepaper presents

cryptovision’s solutions and services that help to fulfill these tasks.

Java Card applets for elD and MRTD

cv act ePasslet is a set of Java Card applets for
electronic identity documents (elD) and ICAO-
compliant machine readable travel documents
(MRTD). This includes applets for Basic Access
Control (BAC) and Extended Access Control (EAC).
Both of these applets provide full support for the
Logical Data Structure (LDS) as defined by ICAO and
hence can be read out by any ICAO-compliant reader
or border control system.

Additional applets are available to provide added
value applications, like authentication or digital
signature generation and verification according to
PKCS#15. cv act ePasslet thus is the ideal solution for
authorities that intend to enhance up-to-date elD
documents or MRTDs with additional functions.
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Access control to personal data

cv act ePasslet Java Card applets provide Basic
Access Control (BAC) and Extended Access Control
(EAC) mechanisms to protect the data stored on the
elD’s or MRTD’s chip from unauthorized access. BAC
has been defined and standardized by the
International Civil Aviation Organization (ICAO). It
requires a border control system or reader to
optically initially reading out the machine readable
zone (MRZ) and setting up an encrypted
communication link using a symmetric key derived
from the MRZ data. The more advanced EAC
protocol includes a certificate-based authentication
of the reader against the document’s chip using
Elliptic Curve Cryptography (ECC). EAC has been
defined by European bodies lead-managed by the
German Federal Office for Information Security (BSI)
and passed by the European commission as a
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standard for access to more sensitive biometric data,
like fingerprints.

Added-value applications

The cv act ePasslet concept allows for easy
functional enhancements of elD documents or
MRTDs. cryptovision provides common added value
applications like authentication or digital signatures
according to PKCS#15 as well as smartcard
middleware compliant to PKCS#11, Microsoft
CSP/Minidriver and 1SO 24727 to access and manage
elD security ICs. Furthermore cryptovision also offers
software development services to include custom-
specific enhancements and special purpose
applications.

elD made easy and portable

Due to the underlying Java Card technology, cv act
ePasslet applications are completely hardware
independent and easily ported to other smart cards.
This guarantees
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The cv act library/sc

The cv act library/sc provides a broad spectrum of
different routines for the realization of cryptographic
algorithms on security ICs. The main focus is on
efficient and secure implementation of public key
mechanisms. For this purpose, the cv act library/sc
contains all the necessary protocols based on RSA as
well as on elliptic curves (ECC) and thus provides the
mechanisms of the Extended Access Control (EAC)
for machine readable travel documents. The first e-
pass prototype providing the German EAC standard
was based on this library.

The essential components of the cv act library/sc are
implemented in assembly code in order to provide
maximal performance with minimal consumption of
resources for the respective destination platform.
The library contains some of the fastest
implementations in the industry.

The different layers of the cv act library/sc include
various

smooth transitions

cv act ePasslet

between advancing
hardware

generations and
simplifies the
change-over to a
different smart

card platform or

hardware supplier.

cv act lib/sc cv act lib/es

cv act sc/interface

cv act lib/pc —

countermeasures
cv act PKintegrated against common

attacks such as side
CA
channel attacks

based on power

consumption or
electromagnetic

ol

30

N

—L radiation by simple
7 | o

power analysis (SPA,

differential

cv act ePasslet BAC
and EAC applets
guarantee extended flexibility and investment
security. At the same time they provide a
performance that is on par with the one of native
ROM-integrated functions while occupying only a
moderate part of the chip’s memory.

Cryptographic libraries

Cryptovision provides cryptographic libraries for the
integration of elD and MRTD security mechanisms
on different hardware platforms, ranging from
security ICs to embedded platforms to PCs,
workstations and servers.
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DPA), timing or fault

attacks. The
complete library is complementarily tested by
additional side-channel

The library is available for processors of the Infineon
SLE 66 family as well as on the NXP P5 platform with
either a standard interface that can be integrated
into a smart card OS by the customer or a
customized interface; if required, the secure
integration into a customer OS can be carried out by
cryptovision.  Additional hardware platforms are
supported on request.

The cv act library/sc is the result of a continuous
enhancement process and used by millions of end-
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customers — integrated in the smart card operating
systems of different vendors. As an integral part of
these operating systems, the cv act library/sc has
passed various evaluation and certification processes
according to Common Criteria (CC) and ITSEC. The
corresponding certificates (CC EAL 4+, ITSEC E4/high)
attest to the quality and the high security level of the
implementation. cryptovision supports the customer
with the evaluation process, and provides the
necessary evaluation documents.

Current applications of the cv act library/sc range
from banking, in which millions of licenses for the
library have been sold, to ID cards, mobile
applications (SIM) and the pay TV sector.

The cv act library/pc

The cv act library/pc is a cryptographic library
optimized for 32- or 64-bit Windows, Linux, MacOS
or Solaris platforms . It provides a flexible, object-
oriented C++ interface and contains everything
needed to develop security-relevant applications.
This comprises asymmetric ciphers, challenge &
response  protocols, mechanisms for digital
signatures including the necessary hash functions,
random number generators, functions for the
generation, exchange and derivation of
cryptographic keys and for the handling of digital
certificates.

All cryptographic algorithms comply with, and are
tested against, the relevant standards (ANSI, ISO/IEC
and IEEE) to guarantee the maximum possible
interoperability.

The flexible implementation meets the demands of a
variety of applications, in terms of security and
application environments. The cv act library/pc is
prepared to be used with special security hardware:
smart cards, other security tokens and Hardware
Security Modules (HSM) can all be integrated via
unitized mechanisms using standardized interfaces
(MS CSP, PKCS#11).

The cv act library/pc can be used to implement all
the necessary cryptographic protocols for elD and
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MRTD applications. It is used within the reference
software for interoperability testing of electronic
passports (Golden Reader Tool). In this tool, the cv
act library/pc is used for all cryptographic core
operations as well as for certificate management.
This comprises, among other things, signatures
based on the Elliptic Curve Digital Signature
Algorithm (ECDSA) as used for the Extended Access
Control mechanism. Another example is the use
within German border control systems based on
Windows Mobile. Thus, the application area of the
cv act library/pc ranges from (mobile) border
control systems to larger infrastructure components.

The cv act library/es

If mobile components — e.g. for inspection systems —
have only limited processor performance, the cv act
library/es can help to realize -cryptographic
mechanisms. It is a cryptographic library especially
tailored to be used in embedded systems. The cv act
library/es has an ANSI-C interface and offers
symmetric encryption algorithms, public key
algorithms for digital signature generation and
cryptographic key exchange, hash functions and a
secure random number generator.

The cv act library/es is available for virtually any
processor typically used within embedded systems.
Ranging from 8 bit processors like the Atmel AVR or
processors based on 8051 cores, 16 bit processors
like the Motorola HC12 to various MIPS, ARM and
PowerPC-based 32 bit processors. Indeed, use on
standard 32-bit PC processors is also possible.
Versions for hardware platforms that are not
supported by the standard version can be realized at
short notice. In addition to the standard ANSI-C
variant of the product, a customer-specific,
platform-dependent adaptation is possible, where
parts of the code are optimized by assembly code
modules. In this case optimizations by a factor of 2-3
are possible; exact numbers vary from platform to
platform.

Additional security products

In addition to the cryptographic core libraries,
cryptovision offers software products to build up
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and secure the necessary infrastructure
components.

Public Key Infrastructure

cv act PKintegrated is a sophisticated software
solution for the realization of a Public Key
Infrastructure (PKI) completely integrated into the
Novell eDirectory. Due to this integration cv act
PKIntegrated is an unrivalled and beneficial PKI
solution for organizations already operating an
eDirectory.

PKIntegrated supports an extensible variety of
certificate formats, smart cards, certificate
revocation lists, online certificate validation via
OSCP, certificate registration via SCEP and a range of
cryptographic methods and key lengths. With its
comprehensive  support  for elliptic curve
cryptography (ECC) it is ideally suited for EAC
infrastructures.

Smart card middleware

With cv act sc/interface, cryptovision offers a
seamless integrated middleware for smart cards and
security tokens like elD cards. Because cv act
sc/interface implements the PKCS #11 standard and
includes a Microsoft Cryptographic Service Provider
(CSP), it can be integrated into nearly every
application. cv act sc/interface is the first smart card
middleware that supports ECC algorithms with a key
length up to 521 bit. Additionally it is also possible
to replace the PIN with a biometric trait, e.g. a
fingerprint. Via the Match-on-Card Technology its
assured that sensitive data like a fingerprint is saved
on a smart card and not on a PC.

Further components

In addition, cryptovision offers further IT security
software products, that can be combined with elD
cards, like digital signature or encryption
applications.

cv act s/mail for example is a software solution for
signing and encrypting emails. It is realized as a plug-
in for all common email clients and integrates
seamlessly into their graphical user interface. In
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contrast with cryptographic functions natively
included into these email clients, cv act s/mail is
approved for information classified “NATO
RESTRICTED” and “RESTRICTED” according to
German federal law. For this reason cv act s/mail is
particularly suitable for applications with the highest
security requirements.

With cv act xml/signer cryptovision provides a
solution for authenticity and non-repudiation in
digital workflows and approvals. It consists of a
client and a server component. The primary
functionality of the client component is to compute
digital signatures for XML data according to RFC
3275. It is a Java applet running in a web browser.
The signing procedure is triggered by the User
Application via script commands (e.g. JavaScript).
Smart cards are supported via PKCS#11 or MS CAPI
interfaces depending on the browser type. When the
key is not stored on a smart card but as a software
key, xml/signer uses the Mozilla Firefox key store
while the Windows key store is used for the Internet
Explorer.

Consulting

Complementing the software products described
above, cryptovision offers comprehensive project-
specific security consulting and services for quality
assurance of existing elD and MRTD
implementations using the in-house side-channel
laboratory. cryptovision can also support customers
during initial planning and in the specification phase.

The highly qualified consultancy services we provide
underpin the effective integration of our security
products. After successfully completing many major
projects, our consultants possess a profound
theoretical and practical expertise, further
sharpened by close collaboration with product
development. Our consultancy service spectrum
ranges from the risk analysis of subsystems or
standalone systems to the design of complete cross-
platform cryptographic architectures.
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About cryptovision

cryptovision is a leading supplier of innovative
cryptography & public key infrastructure (PKI)
products. The lean and intelligent design of the
complete product range makes it possible to
integrate the most modern cryptography and PKI
applications into any IT system. All products are
continually provided with the most state-of-the-art
cryptographic algorithms.

Technology from cryptovision forms an integral part
of many different kinds of industry-specific devices,
such as bankcards, passport control systems, control
units for automobiles, military command systems,
eBilling, ePayment, satellites, speed cameras, and
many other applications. What is more, cryptovision
PKI products secure the IT infrastructures of diverse
sectors of the economy, as the range of our
references from private enterprise to government
agencies attests.
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