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cv act s/mail is a software solution for signing and encrypting emails. It is

realized as a plug-in for all common email clients and integrates seamlessly into

their graphical user interface. In contrast with cryptographic functions natively

included into these email clients, cv act s/mail is approved for information
classified “NATO RESTRICTED” and “RESTRICTED” according to German federal
law. For this reason cv act s/mail is particularly suitable for applications with

the highest security requirements.

The necessity to encrypt emails is evident: data
transfer over the internet is not tap-proof, providing
opportunities for espionage and eavesdropping.
Furthermore, computer networks neither provide
integrity nor liability for digital data. Thus encryption
and digital signatures are essential if emails are used
for security-relevant applications.

There is no lack of appropriate cryptographic
mechanisms. A common method used for digital
signatures and initial key exchange is the RSA
mechanism. Newer applications often also support
cryptographic mechanisms based on elliptic curves
(ECC), because they offer a distinct gain in
performance and are required by some legal
stipulations.

The actual encryption is typically done using the
Advanced Encryption Standard (AES) or a similar
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mechanism. RSA and ECC are both termed public key
mechanisms and require a pair of public and private
keys, while AES is a symmetric cipher needing only
one shared secret key. For an introduction to these
topics see [schmeh01] for example.
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All common email clients — including Outlook, Lotus
Notes and GroupWise — provide native mechanisms
for digital signatures and encryption. These may be
used for the bulk of applications. However, there are
companies and authorities — especially in the
military sector — for which this level of security is
insufficient. Outlook, Lotus Notes and GroupWise
lack functions required by large-scale organizations
or for higher security levels, for example. Moreover
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these standard solutions are not approved by the
NATO or the German Armed Forces.

cryptovision’s c¢cv act

gap. It exclusively serves for encrypting and signing
emails. This product is in use by various customers
for over six years and has been continuously
enhanced during this time. This specialization has
made cv act s/mail one of the most comprehensive,
secure and flexible email security solutions available.
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providing an easy integration of common signature
and encryption mechanisms; it supports RSA as well
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standard, it guarantees interoperability between
different solutions, a fact that is especially relevant
for email applications.

cv act s/mail additionally supports the X.509
standard as well as several RFCs belonging to the
PKIX framework. These standards ensure that a
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E-MAIL CLIENT

cv act s/mail works with an engine that can be used from Outlook, Notes and GroupWise

In the development of cv act s/mail, not only
security but also usability played an important role.
It thus
configurable group policies and numerous other

provides a user-friendly interface,
features simplifying its deployment. cv act s/mail is
not only one of the most secure, but also one of the

most viable email security solutions on the market.

cv act s/mail is currently available as a plug-in for the
following email clients: Outlook, GroupWise and
Lotus Notes running on Microsoft Windows
operating systems. It employs the standardized
S/MIME format for encryption and digital signatures.
This is an extension of the wide-spread email format
MIME (Multipurpose Internet Mail Enhancement)
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corresponding Public Key Infrastructure (PKI), that cv
act s/mail is integrated into, also uses standardized
formats. In particular, the digital certificates used to
authenticate public keys are universally applicable.

Features of cv act s/mail

The following list contains the most important
features provided by cv act s/mail that are missing in
most standard email solutions:

- Optimal integration: Using cv act s/mail changes
the work with an e-mail client only minimally.
Most of the cryptographic processes are
transparent for the user. When user interaction
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is needed, cv act s/mail provides for an easy-to-
understand application interface.

Flexible handling of certificate revocation lists
(CRLs): cv act s/mail allows for numerous
configuration settings for the download and
handling of revocation lists. Such a revocation
list contains the serial numbers of revoked
certificates).

OCSP-support: OCSP (Online Certificate Status
Protocol) is a widely-used protocol as part of the
PKIX standard, and is used to check the validity

of anot her us e r-time. cvaa r t

s/mail supports OCSP and thus provides an
important alternative to revocation lists.

Message Recovery: cv act s/mail includes an
optional function to automatically generate an
additional encryption of every user encrypted
email. This second encryption is of importance
in case a user loses his/her decryption key and
therefore has no longer access to his/her own
encrypted emails; it enables the administrator
to restore those messages. This feature,
commonly called *“
the overall security level, of course; this must
therefore be considered within the security
concept.

ECC support: not only does cv act s/mail support
common cryptographic mechanisms like RSA or
AES, but also the innovative and high-
performance mechanisms based on elliptic
curves (ECC). cryptovision is the European
market leader for deployment of this technology
and possesses specialized knowledge in this
area. ECC mechanisms are supported by the
S/MIME standard.

Flexible administration: cv act s/mail supports
the generation and editing of central policies.
These policies define preconditions and
mechanisms for signing and encrypting. This
policy support goes far beyond the functionality
of standard groupware systems. It is even
possible to disable dialogues or functionality in
order to increase user-friendliness.

Flexible smartcard support: The keys needed for
decryption and signature generation can be
issued on smart cards to the users. In the case of
high security requirements, deploying smart
cards is often obligatory. cv act s/mail has a
well-engineered smart card support available,
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realized through PKCS#11 and MS-CAPI
interfaces.

- Approval for classified information: cv act s/mail
i s approved for i nformatio
RESTRI CTED” and “RESTRI CTETI
German federal law (VS-NfD). This is especially
important in the military sector.

- ISIS-MTT conformity: ISIS-MTT is a German
standard for encrypting and signing emails,
mainly playing a role within the public authority
environment. It is an extension of the S/MIME

f i andX.569 standardst ce aatls/mail supports ISIS-
MTT and has successfully passed all compliance
tests enforced by the German Federal Office for
Information Security (BSI) within the Sphinx
project.

- Unitized administration: since cv act s/mail
supports all three major groupware systems, it
allows for unitized administration of all
encryption and signature functions; this includes
central policies, effective in all of these systems.

- Virus protection with cv act insjght: A drawback
of eencryptgd emals is the fact that ?hgsgemails
can no longer be checked for viruses.
cryptovision offers a patented solution for this
problem called cv act insight. It enables virus
scanning by decrypting the email beforehand.
This decryption does not employ a spare key
that typically introduces a security threat to the
system; instead, this decryption key is provided
by the client once. This approach is considered
to provide the best compromise between an
end-to-end encryption and a disruption of the
encrypted link to allow for virus scanning.

Architecture of cv act s/mail

cv act s/mail encrypts and signs within the email
client and therefore on the user platform. This is the
most obvious approach. It is alternatively possible to
swap out this functionality to a gateway that
logically acts as an extension of the email server.
With this approach all emails are encrypted or
signed centrally while the user does not notice this
process. The key benefit is the simplified handling
that is completely transparent to the user. This
approach does not provide end-to-end security,
though, since the connection between client and
server is unprotected. Moreover the concept of
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digital signatures is rendered absurd, since the user
has no contr ol over
reasons gateway solutions are inappropriate for high
security requirements.

In the development of cv act s/mail, much effort was
spent on a flexible and uniform engine to minimize
platform dependencies.
I n cvV act
architecture, this engine
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These help functions
firstly contain a MIME
library for non-
cryptographic

operations. The cryptographic part is performed by
an additional S/MIME library. Further help functions
are called via an intermediate component that
complies with the CDSA standard. CDSA is an
architecture providing an interface to cryptographic

functions developed by Intel.

A reference project

One of the customers who have used cv act s/mail
for years is a German company in the military sector.
2,400 employees of this company are so far using cv
act s/mail; for the final project phase 30,000 users
are envisioned. The company deploys X.400 as an
email platform using Outlook as client (see figure).
Email encryption is performed by the Outlook
version of the cv act s/mail plug-in. With the aid of a
PKI, digital certificates are issued for all users as well

as for special predefined roles. This allows for
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sending encrypted emails to a group of users
belorginggororee bf theserdles. For

The company exchanges emails with partners and
customers using internet mail (SMTP) instead of
x.400. Here Microsoft Exchange or Lotus Domino is
in use for the most part. In order to provide

interoperability,
appropriate  SMTP/X.400-
gateways are in place;
since S/MIME can be
transferred both via SMTP
and X.400, emails need
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not to be decrypted and
reformatted in-between.

Our
several years shows that

experience over

routine use of email
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without any interference

to users. Typical users
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send dozens of encrypted
The
biggest issue turned out to

— cv act s/mail on

notes clients emails per day.
be that most users do not
initially comprehend the
concept of private and public keys. This caused some
and hotline «calls in the

irritation sporadic

introduction phase.

After a few days though, virtually every user had
internalized the principle, assuring a trouble-free
deployment.

Why choose cv act s/mail?

cv act s/mail is the market-leading solution for email
encryption and digital signatures in German military
systems. The largest customer of cv act s/mail is the
Armed Forces. Moreover there

German are

numerous installations at subcontractors of the
German Armed Forces and within the defence
industry at large. cv act s/mail is additionally used by
authorities with high security demands, as well as
several large private enterprises. Often customers
combine cv act s/mail with other products by

cryptovision such as the PKI solution cv act
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PKIntegrated or the smart card middleware cv act
sc/interface, for instance.

With cv act s/mail, cryptovision offers a solution for
encryption and digital signatures providing the
highest security level available on the market today.
It is suitable for company-wide deployment as well
as for combination with an email gateway solution.

References

[schmeh01] Klaus Schmeh: Cryptography
and Public Key Infrastructure
on the Internet. John Wiley
2003

cv act s/mail

cryptoVision

A cryptovision whitepaper



