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With cv act sc/interface, cryptovision offers a seamless integrated middleware

for smart cards and security tokens. Because cv act sc/interface implements the
PKCS#11 and PKCS#15 (I1SO7816-15) standards and also includes a Microsoft
Cryptographic Service Provider (CSP), it can be integrated with the most

applications. Furthermore we support Microsoft's Cryptography APl Next

Genertation (CNG), cv act sc/interface is the first smart card middleware that

supports ECC algorithms with a key length up to 521 bit. In addition it is also

possible to replace the PIN with a biometric trait, e.g. a fingerprint. Via the

Match-on-Card Technology its assured that sensitive data like a fingerprint is

saved on a smart card and not on a PC.

Smartcard-Middleware

The most effective way to protect a corporate
network and business data is the use of smart cards
or security tokens. When compliance to the
Sarbanes-Oxley Act or other legal requirements is
essential, there is no other way to realize secure
business applications. Smart cards or tokens are also
the tools of choice when Elliptic Curve Cryptography
according to NSA Suite B is required. Windows Vista
is the first mass product on the market that supports
Suite B (ECC) algorithms. German embassies have
been using ECC for several years in order to protect
their confidential communication.

cv act sc/interface

In order to use a smart card, a so-called smart card
middleware is necessary. A smart card middleware is
a piece of software that connects a smart card or
security token with an application. The standard
interfaces between the application and the smart
card middleware are CSP or Smart Card Minidriver
(Microsoft) and PKCS#11. When these interfaces are
supported, virtually every application aware of smart
cards can use the full range of functionality.

cv act sc/interface is the first smart card middleware
on the market that supports ECC algorithms with a
key length up to 521bit as well as many other
cryptosystems. cv act sc/interface offers a high
degree of user-friendliness and interoperability.
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Interfaces

PKCS#11v2.20
{Cryptographic Token Interface)

Smart Card CSP

(Cryptographic Service Provider)

Smart Card Minidriver

cv act library

cryptoVision

cvact sc/interface Components

sclinterface Manager
(Smart Card Administration Tool)

Usertool
{(Smart Card User Tool)

Register Tool
(Certificate Registration Tool)

Smart Cards

PC/SC

Smart Card Service (Microsoft Windows)

pcsc-lite (Linux, Unix, Mac OS X)

Architecture of cv act sc/interface

Modularity

cv act sc/interface provides all the functions that are
necessary for professional access to a smart card or
token. The architecture of cv act sc/interface is
strictly modular. Depending on the usage scenario, a
module can be omitted if its functionality is not
needed. cv act sc/interface comprises the following
modules:

e Administrator tool (sc/manager)
e  User tool (sc/utility)

e Registertool, for automatic registration of
certificates

e  CSP (Cryptographic Service Provider)

e Smart Card Minidriver

e  PKCS#11 (Public-Key Cryptography Standards)
e  PKCS#15 (I1SO7816-15)

The user tool (sc/utility) provides basic functions. An
average user will typically use it. The main use of this
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component i s to
administrator, who usually needs more sophisticated
access to the smart card or token, uses sc/manager.
With sc/manager it is possible to generate keys and
import certificates on the smart card, as well as to
import them. In addition, sc/imanager displays the
content of a smart card and enables PIN changes.
PIN unlocking and smart card profiling are also
functions provided by sc/manager. The separation
between user and administration tools provides for
flexibility as well as for a maximum user-friendliness
for both technical and non-technical users. The CSP
or CNG makes cv act sc/interface suitable for
Microsoft environments, while the PKCS#11 module
is used by many non-Microsoft applications and of
course in the Linux and Mac world.

The following list specifies the most important
applications that support smart cards via PKCS#11,
CSP or Smart Card Minidriver:

e Smart card login by the operating system

A cryptovision whitepaper

change

t

he



e  SSL authentication with a common web browser
(e.g. Internet Explorer, Firefox)

e  Email security with a common mail client (e.g.
Mozilla Thunderbird, Outlook, Outlook Express,
Lotus Notes, GroupWise, PGP)

e VPN (e.g. Check Point, Microsoft, Cisco, NCP)

e Pre-Boot Authentication for  hard-drive
encryption (e.g. Secude, Safeboot, WinMagic)

For more detailed information on the functions of cv
act sc/interface please refer to the Short Product
Information document.

Features

cv act sc/interface supports the following features:

e  Connecting smart card with application

e Change PIN, unlock PIN

e  Generate key pairs

e Generate encryption keys

e Import keys and certificates (PKCS#12)

e  Generate self-signed certificates

e Generate certification requests (PKCS#10)

e Generate card profile

e  Register certificates in the Windows key store

e Automated use of certificates in Mozilla
(Netscape, Firefox, Thunderbird)

e Definition of the standard certificate container
for Windows applications

e Support of the certificate update functions of
Windows 2003 and Windows 2008

e Manage and store data on the smart card

e Access to PKCS#15 profiles

Why choose cv act sc/interface?

Apart from the full-featured CSP or Smart Card
Minidriver for Microsoft applications, cv act
sc/interface provides a PKCS#11 interface that can
be used by other components. An easy-to-use
installation routine, a user tool, the sc/interface
manager and a register tool round off the software
package. cv act sc/interface is based on the cv act
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library, also provided by cryptovision. The cv act
library is a large crypto library implementing a wide
range of standard and innovative crypto algorithms.
Among others, the cv act library is used by the
German Federal Printing Office (Bundesdruckerei)
and by the German Information Security Agency
(Bundesamt far Sicherheit in der
Informationstechnik) via the Golden Reader Tool

(Reading of ICAO compliant e-Passports)

cv act sc/interface supports a wide range of smart
cards and security tokens. Due to its modular
architecture, it requires relatively little effort to
integrate new systems. To use a smart card the user
usually needs to enter a PIN. Yet, it is possible to
replace the PIN with a biometric trait, e.g. a
fingerprint. cv act sc/interface supports the
fingerprint technology via components provided by
Precise Biometrics, a leading supplier of biometric
solutions. With the help of these components, it is
possible to store a fingerprint template on the smart
card and use it as a substitute for the PIN. It goes
without saying that this feature is available for CSP
or Smart Card Minidriver and PKCS#11 or PKCS#15
(1SO7816-15). Via the Match-on-Card Technology its
assured that sensitive data like a fingerprint is saved
on a smart card and not on a PC. cv act sc/interface
is available for all major PC operating systems. As
well as Microsoft Windows (for desktops, servers
and mobile devices), several Linux distributions are
supported. Other platforms are available on
demand.

The most popular cryptographic algorithm used on
smart cards is RSA. cv act sc/interface supports RSA
as well as modern algorithms from the ECC family.
ECC algorithms are considered the most important
future technology in the crypto area. The American
NSA (National Security Agency), which has by far the
most crypto expertise of all organizations in the
world, states the following about ECC:

G¢KS adaidtAySR FyR NILAR

technology in the 21st Century dictates the adoption
of a flexible and adaptable cryptographic strategy
OX0 G2 O02YLX SYSyid GKS
National Security Agency (NSA) announced Suite B
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(Source: NSA website)

cv act sc/interface architecture

Relevant standards play a central role in the
development of the cv act sc/interface. In particular
the CSP and PKCS#11 interfaces are implemented
precisely. For more information about CSP, Smart
Card Minidriver and PK
Initiative s’ section of *ith
(www.rsa.com/rsalabs).

The architecture of cv act sc/interface is strictly
modular. The aim of this approach is an easier
maintenance for the Product and to speed up the
implementation of new smart cards and tokens.

All components of cv act sc/interface use the cv act
library. CSP, CNG and also the PKCS#11 module use
its cryptographic methods. The administration
components (sc/interface Manager, user utility,
Register Tool) of cv act sc/interface also use the cv
act librar vy, but they don’'t
Minidriver or PKCS#11 sub-layer.

All supported smart cards and token are parts of the
Secure Token Interface, details like file format
(Smart card profile) are stored here. To
communicate with a smart card reader, the PC/SC-
Interface is wused. All components of cv act
sc/interface use services of the respective operating
system. In the case of Windows the smart card
service is used; whereas with Linux and other Unix
derivates pcsc-lite communicates with the smart
card reader.
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