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Electronic ID Documents and Machine Readable Travel Documents 

(MRTD) provide interesting governmental and private sector applications 

and enhanced security features. Most of these security features require 

digital certificates, which have to be issued, validated and managed 

throughout the whole lifecycle. This whitepaper introduces cryptovision’s 

certificate management solutions and explains their benefit for e-ID 

applications. 

Electronic Machine Readable Travel documents 

(MRTD) and electronic (citizen) ID documents are 

widely used worldwide. They provide enhanced 

security due to an embedded – commonly contact-

less – security chip that stores the holder’s personal 

information and additional biometric data. This data 

is protected against manipulation by a digital 

signature of the issuing authority. This signature can 

be verified by inspection systems or terminals and 

provides a proof of the data’s integrity and 

authenticity. This mechanism is commonly called 

“Passive Authentication” (PA) and is standardized by 

the Internal Civil Aviation Organization (ICAO). 

Electronic ID document security 

The chip’s processing capabilities additionally allow 

for effective access control to this information. 

While access to the holder’s personal data like 

name, date of birth or age is secured by Basic Access 

Control (BAC) as also standardized by ICAO, more 

confidential information can additionally be 

protected by Extended Access Control (EAC) as 

defined by the European commission and passed as 

a standard for access to biometric data like 

fingerprints. EAC includes a mechanism called 

“Terminal Authentication” (TA) requiring an 

inspection system to authenticate itself against the 

electronic ID document prior to reading out the 

protected data. The (optional) “Chip Authentication” 

(CA) additionally proves authenticity and validity of 

the ID document to the inspection system. 

Electronic ID documents often provide additional 

mechanisms like qualified electronic signatures or 

identification for e-Government services and various 

private sector applications. 
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Why using digital certificates? 

The basis for these mechanisms are digital 

certificates. They provide proof of the document’s 

and the inspection system’s origin as well as the 

document holder’s identity. The secure issuance, 

validation and management of these certificates are 

therefore key concerns for setting up and operating 

an electronic ID document infrastructure.  

In case of Passive Authentication this certificate 

infrastructure is composed of a root Certificate 

Authority (CA) called Country Signing CA (CSCA) and 

Document Signers (DS) providing signatures for the 

data stored in the issued ID documents. An 

additional CA may be used for generating personal 

certificates for qualified electronic signatures. All 

these certificates are verified within the e-ID 

infrastructure and are typically standard X.509 

certificates. 

In case of certificates granting national and foreign 

authorities or even companies access to the ID 

document’s data the corresponding infrastructure is 

composed of another root CA called Country 

Verifying CA (CVCA) and Document Verifiers (DV) 

issuing certificates to inspection systems and 

terminals. As these certificates have to be verified by 

the document itself they use a simplified “card 

verifiable” (CV) certificate format. 

Since ID documents cannot be provided with 

certificate revocation information, the 

corresponding certificates usually have only a short 

validation period. In addition to its security the 

certificate infrastructure must therefore provide 

extended and automated means to generate and 

manage those short-term certificates. 

cryptovision's e-ID certificate 

solution 

With cv act PKIntegrated cryptovision offers an 

extensive software solution for generating 

certificates and managing their lifecycle. 

Best of both worlds 

Originally developed for company ID applications 

cryptovision extended it to a full-fledged e-ID 

certificate infrastructure. cv act PKIntegrated hence 

combines best of both worlds: a sophisticated and 

comfortable certificate life cycle management as 

well as the specific functionality and enhanced 

security needed for e-ID document applications. 

 
 The certificate infrastructure for Basic Access Control (BAC) showing the path for signing and verifying e-ID 

document data. 
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It also provides the advantages of a standard 

product with a huge customer base with respect to 

further development, maturity, sustainability and a 

comprehensive support offering. 

Meeting all e-ID requirements 

cv act PKIntegrated provides complete support for 

Elliptic Curve Cryptography (ECC), an advanced 

alternative to RSA commonly used for e-ID 

applications, especially for Extended Access Control. 

It covers x.509 as well as cv-certificates and provides 

a flexible certificate template interface that allows 

for effort-less definition and generation of suitable 

certificate profiles. 

The thorough integration of Hardware Security 

Modules (HSM) via standard PKCS#11 interface as 

well as HSM-specific software development kits for 

various HSMs together with support for 

organizational security mechanisms like m-of-n 

authentication of operators meets the highest 

security demands. 

Secure and sophisticated certificate life 

cycle management 

Instead of providing its own monolithic 

infrastructure, cv act PKIntegrated is completely 

integrated into market-leading Identity Management 

(IDM) systems. This approach allows to use the 

extensive management features of these IDM 

systems. 

A comprehensive role and rights management allows 

for separating individual tasks, facilitating 

administration and operation as well as security 

policy enforcement. With the help of ready-to-use 

workflow management tools registration, 

certification, issuance and enrollment processes can 

easily be set up and assisted by corresponding 

approval mechanisms. 

Numerous available connectors allow for integration 

of virtually any existing data repository and 

connection to foreign national certificate 

infrastructures and the ICAO public key directory. 

Included off-the-shelf monitoring and archiving 

components provide revision security and 

traceability of all security-relevant transactions. The 

 
 The certificate infrastructure for Basic Access Control (BAC) showing the path for signing and verifying e-ID 

document data. 
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web-based administration front-end can easily be 

customized to meet individual requirements. 

Digital certificates can be manually stored on smart 

cards as long as only a small number of cards have to 

be issued. In the case of typical citizen e-ID projects 

a card management system (CMS) must be used, 

providing additional functionality for smart card 

administration and automatic batch rollout. cv act 

PKIntegrated is interoperable with most CMS 

products on the market. 

Additional solutions and services 

In addition to the certificate management solution 

cv act PKIntegrated, cryptovision offers software 

products to build up and secure other necessary e-ID 

infrastructure components. As all cryptovision 

products are based on the same underlying 

technology, customers get a homogenous and 

completely compatible solution along the whole 

chain of components. 

Smart card middleware 

With cv act sc/interface, cryptovision offers a 

seamless integrated middleware for smart cards and 

security tokens like e-ID cards. Because cv act 

sc/interface implements the PKCS #11 standard and 

includes a Microsoft Cryptographic Service Provider 

(CSP) as well as its own mini driver, it can be 

integrated into nearly every application. cv act 

sc/interface is the first smart card middleware that 

supports ECC algorithms with a key length up to 521 

bit. Additionally it is also possible to replace the PIN 

with a biometric trait, for instance a fingerprint. Via 

the Match-on-Card Technology its assured that 

sensitive data like a fingerprint is saved on a smart 

card and not on a PC. 

Java Card applets for e-ID applications 

With cv act ePasslet cryptovision provides a set of 

Java Card applets for e-ID applications covering BAC, 

EAC and ePKI/eSign. Furthermore cryptovision offers 

custom-development of Java Card applets for 

specific applications and supports customers with 

the integration of those applets. 

cv act ePasslet enables card vendors and system 

integrators to extend their e-ID portfolio with Java 

Card based solutions by an independent supplier and 

to enhance up-to-date e-ID documents or MRTDs 

with additional functions. 

Consulting 

Complementing the software products described 

above, cryptovision offers comprehensive project-

specific security consulting and services for quality 

assurance of existing e-ID and MRTD implementa-

tions using the in-house side-channel laboratory. 

cryptovision can also support customers during 

initial planning and in the specification phase.  

The highly qualified consultancy services we pro-vide 

underpin the effective integration of our security 

products. After successfully completing many major 

projects, our consultants possess a profound 

theoretical and practical expertise, further 

sharpened by close collaboration with product 

development. Our consultancy service spectrum 

ranges from the risk analysis of subsystems or 

standalone systems to the design of complete cross-

platform security architectures. 

Conclusion 

cryptovision’s cv act PKIntegrated is the ideal 

certificate management solution for e-ID document 

applications meeting all requirements for CSCA and 

CVCA infrastructures while at the same time 

providing the feature-richness and lifecycle and 

workflow management capabilities of full-fledged 

Identity Management systems. cv act PKIntegrated 

is especially powerful, when complemented with cv 

act sc/interface, and cv act ePasslet. 

cryptovision 

cryptovision is a leading supplier of innovative IT 

security solutions based on cryptography. The 

company specializes in lean add-on components, 

which can be integrated into nearly any IT system to 

gain more security in a convenient and cost effective 

way. Based on its 10 year market experience and 

broad background in modern cryptography – such as 
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ECC (elliptic curve cryptography) – all cryptovision 

products continue to provide the most state-of-the-

art and future-proof technologies. From small 

devices like citizen e-ID cards up to large scale IT 

infrastructures, more than 30 million people 

worldwide make use of cryptovision products in 

defense, automotive, financial, government, retail 

and industry. 
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