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Digital certificates are the basis of many security applications, for instance

secure (W)LANs, e-mail encryption, VPNs, and digital signatures. Digital-

certificate-based solutions easily scale to larger environments, because there is

no secret information that needs to be shared between communication

partners. This whitepaper describes the powerful tools cryptovision’s product

portfolio provides, which make the management of digital certificates simple.

These products follow a unique approach: they can be integrated into identity

management systems.

In today’s fast growing IT-ecosystems security is
more and more important. Only if privacy,
authenticity, integrity and non-repudiation are
guaranteed, an organization can utilize its full
potential in information technology. Therefore,
encryption and related techniques have become an
essential technology for enterprises in all branches.

The benefit of encryption is manifold. As WLAN
traffic, e-mails, transferred files, and many other
kinds of data exchange can be eavesdropped, it is
necessary to encrypt them. In addition, digital
signatures — a technique closely related to
encryption — are essential. Digital signatures provide
integrity and enable highly efficient electronic
workflows and transactions by granting non-
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repudiation up to a law binding level. Even without
knowing much about the digital signature
technology it is easy to conclude that they can be
used to identify a person: send some (unique) data
to the person you want to identify, request to
digitally sign it and send it back. If the signature
verification is positive, the identification is done.

Similar methods are the base for strong
authentication of persons or devices. In addition,
strong authentication is a major requirement of legal
regulations such as Sarbanes-Oxley (SOX) and similar
laws in other countries. For this reason,
authentication mechanisms based on encryption or
digital signatures are in widespread use.
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Managing digital certificates and tokens requires a sophisticated infraastructure. Things get a lot easier, if these

tasks are integrated into the identity management of an enterprise.

Encryption and related techniques always require
the use of digital keys. Key management is therefore
a major challenge. The more users are involved, the
more difficult it gets to manually generate and
manage keys and to ensure that they stay secret. For
key management in larger environments, digital
certificates are very helpful and in many cases
without alternative. A digital certificate can be
thought of as a digital passport issued to a person or
a network device. In order to manage digital

certificates, a special component (certification
authority) is necessary. The entirety of components
(especially the CA) and processes used for working
with digital certificates is usually referred to as PKI

(Public Key Infrastructure).

Managing and using digital
certificates

A CA must cover functions for all parts of a lifecycle
digital
management). This means that the generation of a

of a certificate (certificate lifecycle
certificate (provisioning) must be supported, as well
as changes of the certificate contents. In addition, it
is especially important that the CA provides

sophisticated mechanisms for controlling the end of
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life of a digital certificate (de-provisioning). This
includes automatic revocation, if a user quits the
enterprise running the CA.

It has to be taken into account that both persons and
devices may be granted digital certificates. In
addition, there are different media (smart card, hard
disc, ...) a digital certificate can be stored on, which
also poses special requirements to a CA.

The most important challenge — especially in a large
environment — in a PKl is to bind a certificate to an
entity. Even if there are ten thousands of users and
devices, it must be guaranteed that the content of
every certificate is correct. Therefore, a CA must
have access to reliable entity data. Usually these
data come from other corporate databases (for
instance from human resources management or a
groupware system) — if this is the case, an
appropriate mechanism for importing user data from
an external source to the CA has to be installed.

A digital certificate works best, when it is stored on a
smart card owned by the user. Such a smart card
solution is very convenient, because the user does
not need to remember a password. In addition,
smart-card-based digital certificates are considered
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the most secure authentication technology. Their
protection is not based on knowledge (like a
password), but on ownership — for an attacker it is
generally easier to steal something a user knows
than an item the user owns. In addition, the user
usually notices the theft of an item, which is not the
case for a stolen password.

If a smart card without additional access restriction
is not secure enough, the card can be protected with
a PIN (usually four digits) or with a fingerprint. This
means that ownership (smart card) is combined with
knowledge (PIN) or a biometric trait (fingerprint).
Such a two-factor (or even three-factor)
authentication provides the highest security level
among all practicable authentication methods.

Of course, instead of a smart card an equivalent
microchip device can be used. For instance, USB
tokens gain more and more popularity, because they
don’t require a card reader. If not a PC but a
smartphone or PDA shall be used on the client side,
microSD cards with embedded smart card chips are
available or can be realized as extended SIM cards.
For the respective VPN client it is not relevant,
where the digital certificate is stored.

However, not all digital certificates are stored on
smart cards. If an enterprise doesn’t want to use
smart cards at all, it is also possible to store a digital
certificate in the internal memory of the client
device. This is less secure and less convenient,
because a certificate cannot be easily transferred
from one client to another. However, this choice is
cheaper and in some cases sufficient. Internal
memory is especially used for storing a digital
certificate, if the certificate is not issued to a person,
but to a device. In some environments, for instance
on an e-mail crypto gateway, it is even possible that
the digital certificates of many entities are stored at
the same place.

cryptovision

As previously stated, a CA depends on user and
device data. In most corporations, all users and
devices are already registered in different IT
systems. In many cases, these systems are tied
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together with an identity management system. If
this is the case, connecting the CA to the identity
management system is usually a good choice.

cryptovision provides the CA solution cv act
PKIntegrated with highly sophisticated certificate
management abilities, which covers the whole
lifecycle of a digital certificate. cv act PKintegrated
supports an extensible variety of certificate formats,
smart cards, certificate revocation lists, online
certificate  validation via  OSCP, certificate
registration via SCEP and a range of cryptographic
methods and key lengths.

In contrast to almost any other CA solution, cv act
PKiIntegrated was from the beginning not designed
as stand-alone component, but as an add-on to
identity management systems. This means that cv
act PKintegrated not only can be connected to the
identity management, but is even a part of it.

The integrated design philosophy of cv act
PKintegrated helps to combine user and device
management processes with CA  processes.
Especially, registering new entities, changing
identity attributes, and deleting entities can be
connected with certificate creation, certificate
change and certificate revocation this way.

In addition, the integrated nature of cv act
PKiIntegrated allows for comfortable scenarios. For
instance a new user can be registered via R/3 HR.
From there, the user data are transferred to the CA,
the mail server, and the VPN gateway. The CA now
automatically generates a digital certificate and also
sends it to the mail server and the VPN gateway. As
a result, the user has an e-mail account including a
digital certificate for e-mail encryption, and VPN
access protected with a digital certificate. In a similar
way, with cv act PKintegrated devices can be easily
provisioned with digital certificates. Thus, the
certificate management becomes a part of the
corporate system management.
on

The integrated approach cv act PKintegrated follows
has the additional benefit that it neither needs a
user interface of its own nor a database nor
additional protection, because all this is provided by
the identity management system. c¢cv act
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PKintegrated is therefore a very lean and cost-
effective solution.

However, cv act PKIntegrated does not require that
an identity management system is in place. It can
also be installed independently with a user
management of its own. Of course, some of the
benefits of cv act PKintegrated cannot be utilized
this way, but sometimes such a separation is
required by a security policy.

Many customers use cv act PKintegrated with the
Novell Identity Management suite. There is a
seamless integration of cv act PKintegrated into the
Novell eDirectory and the Novell Identity Manager
(these two components are the core of the Novell
Identity Management portfolio). However, cv act
PKintegrated also interoperates well with other
identity management solutions, for instance with the
Oracle Identity Management and the IBM Tivoli
Identity Manager.

Not only the CA profits from being connected to the
identity management, but also the other way round.
Identity management profits from a CA, because
with digital certificates an identity can make reliable
and non-repudiable statements. In addition, secure
communication between entities is much easier, if
these entities have digital certificates. In general,
digital certificates add trust to identity management
systems.

Additional components

When using digital certificates on smart cards, a
smart card middleware realizes the connection
between the application and the card. A powerful
smart card middleware not only enables access to
the digital certificate on the card, but it also provides
additional functions like PIN change, PIN unlocking,
and card formatting.

The cryptovision product cv act sc/interface is one of
the most powerful on the market. cv act sc/interface
runs on several platforms (Windows, Windows
Mobile, Mac OS X, Linux) and supports all standard
interfaces for smart card access. Because cv act
sc/interface implements the PKCS #11 standard and
includes a Microsoft Cryptographic Service Provider
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(CSP) as well as its own mini-driver, it can be
integrated into nearly every application. cv act
sc/interface is the first smart card middleware that
supports ECC algorithms with a key length up to 521
bit. Additionally it is also possible to replace the PIN
with a biometric trait, e.g. a fingerprint. Via the
Match-on-Card Technology it is assured that
sensitive data like a fingerprint is saved on a smart
card and not on a PC.

However, smart card management is more than only
managing the content of one single card. In fact, it is
important for an enterprise to have an overview on
all existing cards. In small environments, this can be
achieved manually, but as the amount of smart cards
increases, it gets more and more important to use a
card management system (CMS). A CMS supports
card formatting, card application control, card
revocation and other processes. In addition, a CMS
can be connected to a smart card personalizing
machine, which facilitates the personalization
process considerably.

cv act PKintegrated interoperates with several
different card management systems. For typical
enterprise requirements, cryptovision offers its own
product cv act card/manager. As it is integrated into
identity managements systems in the same way as
cv act PKintegrated, it interoperates perfectly with
cv act PKintegrated and cv act sc/interface.
However, at least half a dozen other CMS products
can be used, including the high-end solutions A.E.T.
BlueX, Actividentity Card Manager, Secude
TrustManager, and VPS IDExpert.

If users shall have access to their certificates not only
from a dedicated PC, but from many places, but
smart cards shall not be used, there is also a
solution. The cryptovision product cv act pki/roamer
enables storing the digital certificate on a server. The
user can securely retrieve it from everywhere. This
approach is named roaming certificate.

In order to achieve a sophisticated certificate
lifecycle management, it is not enough to have a CA,
which supports the respective functionality. It is also
important that the computer systems working with
the digital certificates provide for appropriate
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functions. cryptovision provides three solutions for
this purpose:

9 User certificate lifecycle management: The
aforementioned cv act pki/roamer is not only
suitable for roaming but is also helpful for a user
certificate lifecycle management. Once it is
installed on a PC, it enables an automated
distribution of a certificate from the CA to the
PC. This distribution functionality can also be
used by the CA for a certificate exchange or for
deprovisioning.

9 Device certificate lifecycle management: cv act
workstation/cic  supports an  automated
provisioning, certificate exchange and

deprovisioning for device certificates. All three

processes are transparent for the user. cv act
workstation/cic is especially helpful for (W)LAN
protection, because large (W)LANs are usually
secured with digital certificates issued to the

PCs that connect to it.

9 VPN certificate lifecycle management: Cisco VPN
gateways and many other VPN devices already
support functions for certificate lifecycle
manegement. Therefore, they don’t need a tool
like cv act workstation/cic. The standard they
support is named SCEP — it was developed by
market leader Cisco, which is why all virtually
relevant Cisco components support it. cv act
PKintegrated can be extended with an SCEP
gateway via the server component cv act
scep/responder.

Apart from smart card support and certificate
lifecycle management, cv act PKintegrated provides
for some other high-end CA functionality. For
instance the additional component c¢v act
ocsp/responder can be used to check in real-time, if
a certain certificate is revoked.

Conclusion

Certificate lifecycle management should have a close
relation to identity management. Both the certificate
management and the identity management profit
from this. However, identity management
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integration not only means that identities are easily
established with digital certificates, but also that
identity management processes are closely tied to
certificate lifecycle management processes.

cv act PKintegrated is a high-end solution, which
was especially designed for this purpose. It can be
used in environments, where identity management
is already in place, but it is also perfectly suited,
when this is not the case. A special focus of cv act
PKintegrated lies in the certificate lifecycle
management. Add-on products like cv act
pki/roamer, cv act workstation/cic and cv act
scep/responder provide for special functionality in
order to manage the lifecycle of user, workstation,
and VPN certificates. If smart cards shall be used, the
smart card middleware cv act sc/interface can
establish a connection between the card and the
application.

cryptovision

cryptovision is a leading supplier of innovative IT
security solutions based on cryptography. The
company specializes in lean add-on components,
which can be integrated into nearly any IT system to
gain more security in a convenient and cost effective
way. Based on its 10 year market experience and
broad background in modern cryptography — such as
ECC (elliptic curve cryptography) — all cryptovision
products continue to provide the most state-of-the-
art and future-proof technologies. From small
devices like citizen e-ID cards up to large scale IT
infrastructures, more than 30 million people
worldwide make use of cryptovision products in
defense, automotive, financial, government, retail
and industry.
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