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E-mail is not only the most popular internet application, but also one of the

most security critical ones. Although it is well known, that an e-mail may easily

be forged or eavesdropped, many companies neither use e-mail signatures nor

e-mail encryption. This whitepaper shows how encrypted and signed e-mails are

applied in practice and how digital certificates — managed with cryptovision

solutions — make e-mail security feasible even in large environments.

In spite of the importance of the World Wide Web,
e-mail is still the most popular internet application.
E-mail has significantly increased the productivity in
many enterprises and is meanwhile more important
than all traditional communication technologies
including telephone, fax and ordinary mail. A
modern enterprise without e-mail is hardly
imaginable.

However, it is well known that e-mail is not secure. It
is not very difficult to forge an e-mail, and there is
always a considerable number of persons
(administrators, service staff, ...), who can read other
people’s mails. Because of these security threats,
many enterprises do not allow the use of e-mail for
orders and other material with a need for
authenticity and integrity. In many companies,
confidential data may not be sent by e-mail, as well.
Policies like these result in a considerable loss of
productivity.
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E-mail security is a must

For the reasons mentioned, many enterprises plan
to introduce e-mail cryptography (digital signatures
and encryption) in the near future. Their goal is to
improve security and to allow for new business
processes, which use e-mail for authenticity-critical
as well as for secret data. The most popular format
for secure mail is S/MIME (there is also a
competitive standard named OpenPGP, which is
common among private users, but not advisable for

If each user shall be able to create his own
signatures, a client-based solution is necessary
(enterprise signatures can also be created in the
back-end). In addition, a client solution is also the
best choice for encrypting highly sensitive data,
because in this case an e-mail is not only protected
in the internet, but also in the local network on the
way from the e-mail client to the mail-server.
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When e-mails are digitally signed and encrypted, they can be used for security-critical business processes,

contracts, and receipts.

All major e-mail clients — including Apple Malil,
Microsoft Outlook, Lotus Notes, and Thunderbird —
support signatures and encryption. The quality and
functionality of these native e-mail crypto solutions
have considerably improved in recent years. All
major features are supported, and the security is
reasonably high. Even for untrained users it is easy
to encrypt and sign.

However, in some cases a native e-mail security
solution is not enough, and instead a special crypto
plugin is necessary. The functionality of such a plugin
is usually much more sophisticated than in the
native case. For instance, plugins enable powerful
message recovery processes and can handle digital
certificates (see below) for special applications
correctly — both is not the case, when native
solutions are used. As a separate entity with
additional functions, provided by a vendor
specialized in security, a crypto plugin usually grants
higher security than a native solution. Security-
relevant bugs in the e-mail client are less dangerous
for plugins than for native solutions. If a particularly
high security level (for instance in the military) or
special functionality is needed, there is usually no

alternative to a plugin.
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While client-based signatures and encryption are
certainly the most secure way to protect e-mails, it is
often more convenient to use a gateway solution (e-
mail crypto gateway). An e-mail crypto gateway
signs and/or encrypts e-mail traffic that leaves the
corporate network. Digital signatures on a gateway
are usually used to protect the authenticity and
integrity of a message between two enterprises (in
contrast, user-specific signatures are better created
on the client).

An e-mail crypto gateway assumes that e-mails are
secure within the enterprise’s borders, but that
there should be a protection on the way over the
internet from one enterprise to the other. An e-mail
crypto gateway doesn’t need user interaction and is
therefore considered the most user-friendly choice.
As it is located in the back-end and requires no client
installation, it is also easy to administer.

Digital certificates and smart cards

E-mail encryption and signatures — client-based as

well as gateway-based - require the use of

cryptographic keys. In small environments it is
possible to manage these keys manually. However, if

there are more than only a few communication
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partners, the use of digital certificates for e-mail
signature and encryption is without alternative. A
digital certificate can be thought of as a digital
passport that is issued to a person or to a network
device. Digital-certificate-based signatures and
encryption easily scale to larger environments,
because there is no secret information that needs to
be shared between e-mail users. Even millions of
certificates in one community are used in practice.

A digital certificate for client-based e-mail protection
is usually stored on a smart card. This is very
convenient, because the user can use different
clients, as long as he inserts his smart card. In
addition, smart-card-based digital certificates are
considered the most secure encryption and
signature technology. If an attacker wants to gain
unauthorized access, he needs to steel both the
smart card and the PIN of a user (if biometry
protection is used, he instead needs to imitate the
user’s finger print).

However, a smart card is not the only medium that is
suitable for storing a digital certificate in a client-
based e-mail security solution. It is also possible to
store a digital certificate on the client device itself.
This is not as secure and not as convenient as a
smart card. However, this choice is cheaper and it is
sufficient, when a user doesn’t change his PC very
often.

cryptovision’s sol

When using client-based e-mail signatures and
encryption (native or with a plugin), a smart card
middleware realizes the connection between the
client and the card. A powerful smart card
middleware not only enables access to the digital
certificate on the card, but it also provides additional
functions like PIN change, PIN unlocking, and card
formatting.

The cryptovision product cv act s¢/interface is one of
the most powerful on the market, and it is well-
suited for the use with an e-mail client. cv act
sc/interface runs on several platforms (Windows,
Windows Mobile, Mac OS X, Linux) and supports all
standard interfaces for smart card access. Because
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cv act sc/interface implements the PKCS #11
standard and includes a Microsoft Cryptographic
Service Provider (CSP) as well as its own mini-driver,
it can be integrated into nearly every application. cv
act sc/interface is the first smart card middleware
that supports ECC algorithms with a key length up to
521 bit. Additionally it is also possible to replace the
PIN with a biometric trait, e.g. a fingerprint. Via the
Match-on-Card Technology it is assured that
sensitive data like a fingerprint is saved on a smart
card and not on a PC.

In order to manage digital certificates (whether used
on a client or a gateway), a special component
(certification authority) is necessary. A certification
authority (CA) is responsible for issuing, revoking and
changing digital certificates. The entirety of
components (especially the CA) and processes used
for working with digital certificates is usually
referred to as PKI (Public Key Infrastructure).

cryptovision provides the CA solution cv act
PKIntegrated with highly sophisticated certificate
management abilities, which covers the whole
lifecycle of a digital certificate (certificate lifecycle
management). cv act PKintegrated supports an
extensible variety of certificate formats, smart cards,
certificate revocation lists, online certificate
validation via OSCP, certificate registration via SCEP
and a range of cryptographic methods and key
lengths.

H cEntLasptonalmost any other CA solution, cv act
PKiIntegrated was from the beginning not designed
as stand-alone component, but as an add-on to an
identity management system. Identity management
systems usually contain an extensive set of
connectors and drivers, which enable connections to
other systems (including mail-servers).

When it comes to e-mail protection, this is a
considerable benefit, because cv act PKintegrated
can easily be connected with the user management
of a mail-server. Thus, the registration of new e-mail
users, the change of user attributes, and the deletion
of user entries can be easily connected with
certificate creation, certificate change and certificate
revocation.
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In addition, the integrated approach cv act
PKintegrated follows has the additional benefit that
it neither needs a user interface of its own nor a
database nor additional protection, because all this
is provided by the identity management system. cv
act PKintegrated is therefore a very lean and cost-
effective solution.

Many customers use cv act PKintegrated with the
Novell Identity Management suite. There is a
seamless integration of cv act PKintegrated into the
Novell eDirectory and the Novell Identity Manager
(these two components are the core of the Novell
Identity Management portfolio). However, cv act
PKintegrated also interoperates well with other
identity management solutions, for instance with the
Oracle Identity Management and the IBM Tivoli
Identity Manager.

cv act PKintegrated provides all functions a high-end
CA solution needs. One of the most important ones
for e-mail security is key recovery. When a user has
lost his key or his smart card is broken, cv act
PKintegrated allows for recovering it. Of course, this
is only possible, if a certificate was configured in
advance for recovery — for instance, keys used for
digital signatures need not be recovered at all,
because it is possible to replace the lost key with a
different one. cv act PKintegrated supports several
distinct keys per user, and it is possible to enable
recovery for some keys and to disable it for others.
Of course, if key recovery is enabled, it should only
be allowed in circumstances that have been defined
in advance.

Most enterprises have the requirement that signed
and encrypted mails can also be sent to recipients in
other organizations. This requires that also external
users accept the enterprise’s CA, although they
might not even know it. This can best be achieved by
granting the enterprise’s CA a digital certificate from
a public CA, which is generally accepted (root-
signing). cv act PKintegrated supports root-signing,
and cryptovision has the expertise to deploy a CA in
a way that root-signing is possible.
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Additional components

It is important for the operator of a CA to have an
overview on all smart cards in use. In small
environments, this can be achieved manually, but as
the amount of smart cards increases, it gets more
and more important to use a card management
system (CMS).

cv act PKintegrated interoperates with several
different card management systems. For typical
enterprise requirements, cryptovision offers its own
product cv act card/manager. As it is integrated into
identity managements systems in the same way as
cv act PKintegrated, it interoperates perfectly with
cv act PKintegrated and cv act sc/interface.
However, at least half a dozen other CMS products
can be used, including the high-end solutions A.E.T.
BlueX, Actividentity Card Manager, Secude
TrustManager, and VPS IDExpert.

Of course, cv act PKintegrated certificates can be
used for much more than only e-mail protection. It
as well supports any other security application based
on digital certificates. For instance, (W)LANSs, secure
WWW, and digital signatures can be realized with
the digital certificates provided by cv act
PKIntegrated. The more applications a PKI is used
for, the more economic it gets.

cryptovision not only provides a leading CA solution,
but also one of the most powerful and secure client-
based e-mail crypto solutions on the market: cv act
s/mail. cv act s/mail is a plugin, which has a NATO
restricted permission and was certified by the
German authorities for military use (VS-NfD). There
is no other e-mail crypto solution with these
properties (especially, native crypto functions don’t
have these permission). However, cv act s/mail not
only can be regarded as the most secure e-mail-
crypto solution on the market, but it also provides
for a wide range of advanced features. It supports a
powerful message recovery and handles even
unusual digital certificate variants properly. For
details, refer to the cv act s/mail whitepaper.
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Conclusion

E-mail signatures and encryption can be achieved
with a gateway or a client solution (for instance cv
act s/mail). In any case, digital certificates should be
used. cv act sc/interface is a powerful tool for
accessing digital certificates on smart cards. It is
available for all major platforms, and it connects to
every major e-mail client. The management of all
smart cards in use can be done with cryptovision’s
solution cv act card/manager.

In addition, cv act PKintegrated is a high-end
solution for managing digital certificates. As cv act
PKIntegrated consequently follows an Identity
Management integration approach, it is powerful,
lean and cost-effective. If cv act PKintegrated is
complemented with cv act s/mail, provides for a
high security level with maximum functionality.
However, cv act PKintegrated also issues certificates
for almost any other client-based or gateway-based
e-mail crypto solution.

cryptovision

cryptovision is a leading supplier of innovative IT
security solutions based on cryptography. The
company specializes in lean add-on components,
which can be integrated into nearly any IT system to
gain more security in a convenient and cost effective
way. Based on its 10 year market experience and
broad background in modern cryptography — such as
ECC (elliptic curve cryptography) — all cryptovision
products continue to provide the most state-of-the-
art and future-proof technologies. From small
devices like citizen e-ID cards up to large scale IT
infrastructures, more than 30 million people
worldwide make use of cryptovision products in
defense, automotive, financial, government, retail
and industry.
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