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Electronic ID documents provide advanced security and allow for various

additional applications. Using Java Card technology for these

applications benefits flexibility and hardware independency. This

whitepaper presents cryptovision’s Java Card applets and further

solutions for electronic ID documents.

Electronic identity documents belong to the most
promising IT technologies worldwide. Electronic
Machine Readable Travel documents (MRTD) are
used in over 50 countries, and the number is rapidly
growing. Electronic (citizen) ID documents (e-IDs) are
in use in more than 20 countries, and it is expected
that most states in the world will follow in the
coming decade. Therefore, deploying an MRTD or e-
ID system is a major challenge for many
governments in the world.

Both MRTDs and citizen e-IDs provide enhanced
security based on an embedded — commonly
contactless — security chip that stores the holder’s
personal information and additional biometric data.
The chip’s processing capabilities allow for effective
access control to this information based on strong
cryptographic mechanisms, including chip and
terminal authentication and encrypted data transfer.

Beyond the original sovereign application these and
other more advanced mechanisms can additionally
be used for interesting governmental and private
sector applications. This covers authentication at
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web portals and electronic services, age verification,
qualified electronic signatures for legally binding
transactions, electronic ticketing & payment and
much more.

Why using Java Card technology?

While electronic Machine Readable Travel Docu-
ments typically include native 1SO7816 smart card
chips with proprietary operating systems, there are
already numerous electronic citizen ID document
projects based on Java Card technology. The Java
Card operating system is a standardized smart card
OS that allows to install and execute Java Card
applets on those smart cards. There are various Java
Card OS implementations by chip manufacturers and
smart card vendors available on the market.
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Block diagram showing the composition of a JavaCard operating system and cryptovision's e-ID applets

Compared to native I1ISO7816 smart cards, the Java
Card approach is significantly more flexible as the
card’s functionality can easily be extended by
additional applets. Since the Java Card specification
provides a standardized Application Programming
Interface (API), compliant applets are completely
hardware independent and easily ported to other
smart cards. This guarantees smooth transitions
between advancing hardware generations and
simplifies the change-over to a different smart card
platform or hardware supplier.

cryptovision's e-ID solutions

cv act ePasslet is a set of Java Card applets for
electronic ID documents and ICAO-compliant ma-
chine readable travel documents (MRTD) consisting
of:

e ePasslet/BAC for Basic Access Control

e ePasslet/EAC for Extended Access Control

e ePasslet/ePKI for added-value applications

Access control to personal data

cv act ePasslet Java Card applets provide Basic
Access Control (BAC) and Extended Access Control
(EAC) mechanisms to protect the data stored on the
elD’s or MRTD’s chip from unauthorized access. BAC
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has been defined and standardized by the
International Civil Aviation Organization (ICAO). It
requires a border control system or reader to
optically initially reading out the machine readable
zone (MRZ) and setting up an encrypted
communication link using a symmetric key derived
from the MRZ data. The more advanced EAC
protocol includes a certificate-based authentication
of the reader against the document’s chip using
Elliptic Curve Cryptography (ECC). EAC has been
defined by European bodies lead-managed by the
German Federal Office for Information Security (BSI)
and passed by the European commission as a
standard for access to more sensitive biometric data,
like fingerprints.

Basic Access Control and Extended Access Control
are also part of the European Citizen Card
specification. Beyond that many countries outside
Europe already use or plan to use the EAC
mechanisms for their e-passport or citizen ID card
projects.

cv act ePasslet/BAC and cv act ePasslet/EAC both
provide full support for the Logical Data Structure
(LDS) as defined by ICAO and hence can be read out
by any ICAO-compliant reader or border control
system.
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Added-value applications

The cv act ePasslet concept allows for easy
functional enhancements of elD documents or
MRTDs. The additional applet cv act epasslet/ePKI
provides a PKCS#15-compliant file structure and
enables added-value applications, like
authentication or digital signature generation and
verification based on RSA as well as Elliptic Curve
Cryptography (ECC) mechanisms. It also integrates
third-party biometry packages that allow for match-
on-card fingerprint verification instead of using PINs
to access the applications. These mechanisms can be
used for identification and authentication for
eGovernment and private sector online services,
payment solutions and even company ID projects.

There is one more variant of cv act epasslet/ePKI
that allows for digital signatures according to the
eSign specification. eSign compliant signature
generation is part of the European Citizen Card
framework and for example used within the German
eHealth card project.

Beyond these readily available applets, cryptovision
supports customers by custom development of
applets for special purpose applications.

Depl oying
cryptovision's e-ID applets can easily be loaded on
card and configured according to the customer’s
requirements. For the product definition and testing
phase cryptovision provides tools and customizable
scripts for these tasks. Mass personalization for
production is then typically done wusing card
management systems (CMS).

There are various options for customers using
cryptovision's e-ID applets:

1. The applets can directly be loaded onto Java
Card e-ID cards; this approach provides
maximal flexibility and — depending on the
card’s configuration — even allows for
extending the card’s functionality by
additional applications in field.

2. The applets can be integrated into the
card’'s ROM by generating a platform
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specific ROM mask. cryptovision offers
customers support for the mask generation
and integration process. This approach
maximizes the amount of available EEPROM
on card.

3. The applets can also be used as a basis for a
custom ID card development project. While
the resulting card may be “closed shop”,
the customer benefits from flexibility during
development process, minimized project
risks and cost reduction since intermediate
mask production steps can be omitted or at
least reduced.

Conclusion

cryptovision’s cv act ePasslet applets guarantee
extended flexibility and investment security.. At the
same time they provide a performance that is on a
par with the one of native ROM-integrated
functions.

cv act ePasslet enables card vendors and system
integrators to extend their e-ID portfolio with Java
Card based solutions by an independent supplier and
to enhance up-to-date e-ID documents or MRTDs
with additional functions.
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Additional solutions and services

In addition to the cryptographic core libraries, cryp-
tovision offers software products to build up and
secure the necessary infrastructure components.

Public Key Infrastructure

cv act PKintegrated is a sophisticated software
solution for generating certificates and managing
their lifecycle. cv act PKintegrated supports an
extensible variety of certificate formats, smart cards,
certificate revocation lists, online certificate
validation via OSCP, certificate registration via SCEP
and a range of cryptographic methods and key
lengths. With its comprehensive support for elliptic
curve cryptography (ECC) it is ideally suited for EAC
infrastructures.
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Smart card middleware

With cv act sc/interface, cryptovision offers a
seamlessly integrated middleware for smart cards
and security tokens like e-ID cards. Because cv act
sc/interface implements the PKCS #11 standard and
includes a Microsoft Cryptographic Service Provider
(CSP) as well as its own mini-driver, it can be
integrated into nearly every application. cv act
sc/interface is the first smart card middleware that
supports ECC algorithms with a key length up to 521
bit. Additionally it is also possible to replace the PIN
with a biometric trait, e.g. a fingerprint. Via the
Match-on-Card Technology it is assured that
sensitive data like a fingerprint is saved on a smart
card and not on a PC.

Cryptographic tools

cryptovision also provides cryptographic libraries for
various platforms, like cv act library/es for
embedded hardware platforms, cv act library/pc for
PC & server applications and cv act library/sc for
security ICs used in smart cards or other devices.

These libraries provide secure and efficient
implementations of all necessary cryptographic
mechanisms in a ready-to-use package. With the
help of these libraries, customers can easily develop
their own security applications saving development
time and minimizing project risks. The libraries are
used in many components certified according to
common criteria (CC) or other standards.

Consulting

Complementing the software products described
above, cryptovision offers comprehensive project-
specific security consulting and services for quality
assurance of  existing e-ID and MRTD
implementations using the in-house side-channel
laboratory. cryptovision can also support customers
during initial planning and in the specification phase.

The highly qualified consultancy services
cryptovision provide underpin the effective
integration of their security products. Based on the
expertise of many successful major projects,
cryptovision consultants possess a profound
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theoretical and practical expertise, further
sharpened by close collaboration with product
development. cryptovision’s consultancy service
spectrum ranges from the risk analysis of
subsystems or standalone systems, the design of
complete cross-platform security architectures to
support or full service for evaluation and
certification demands like common criteria or
others.

cryptovision

cryptovision is a leading supplier of innovative IT
security solutions based on cryptography. The
company specializes in lean add-on components,
which can be integrated into nearly any IT system to
gain more security in a convenient and cost effective
way. Based on its 10 year market experience and
broad background in modern cryptography such as
ECC (elliptic curve cryptography) all cryptovision
products are continually provided with the most
state-of-the-art and future-proof technologies. From
small devices like citizen elD cards up to large scale
IT infrastructures more than 30 million people
worldwide make use of cryptovision products in
defense, automotive, financial, government, retail
and industry.
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