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In a (wireless) LAN, the use of encryption and authentication mechanisms is

necessary and therefore widely used and well standardized. This whitepaper

describes how these techniques can be made more efficient — especially in large
enterprises — by using digital certificates. In addition, cryptovision’s product
portfolio is explained. This product portfolio provides an easy and secure
management of digital certificates and a special tool for provisioning them to

workstations, laptops and other clients.

Wireless LANs (WLANs) — like all wireless
technologies — are vulnerable to eavesdropping and
unauthorized access. For this reason, virtually all
WLAN products support the use of encryption and
authentication, and in most installations these
techniques are actually activated. However, the
majority of WLAN access systems is only protected
with simple passwords or keys, which have to be

configured manually by an administrator.

WLAN security made easy

While key and password solutions are well suited for
smal | computer networ k
larger environments. If there are hundreds or
thousands of components, which need to be
connected to a WLAN, the manual administration of
keys and passwords is time-consuming and very hard
to conduct in a secure way.
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As a replacement for manually administered security
credentials, so-called digital certificates can be used
(combined with the protocol IEEE 802.1X). A digital
certificate can be thought of as a digital passport,
which is issued to a network device or a person (in
this case, only device certificates are needed) and
can be used for identification. As digital certificates
contain no secret information and can therefore be
distributed over the network, they are a lot easier to
administer than keys or passwords. In addition,
certificates

working with digital considerably

enhances security.

Digitd certificates n aldodbe sau totprotecttnan- e

wireless LANs (in fact, the use of passwords or
manually configured keys for this purpose is unusual
and not standardized, as the protection of a non-
wireless LAN is wusually only done in large
environments). The format and the management of
digital certificates is the same for WLANs and non-
wireless LANs.

A cryptovision whitepaper

t

(0]



ACADUQUARIER

cryptoVision

SQUDBJIVIARY

o
- =—j=

SUDBSIVIARY

In a corporation, there are usually many LAN and WLAN connections, which need to be protected with

encryption and authentication. In a large environment, digital certificates are necessary to accomplish this.

In order to manage digital certificates, a certification
authority is necessary. A certification authority (CA)
is responsible for issuing digital certificates and for
distributing, revoking and replacing them. The
entirety of components (amongst others a CA and a
registration authority) and processes used for
working with digital certificates is usually referred to
as PKI (Public Key Infrastructure). For an introduction
to PKI and digital certificates, refer to the book
“Cryptography and Publ
I nternet
on

cryptovi.sion’s
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cryptovision’ SPKI solution cv act PKintegrated
highly
management abilities. It contains all the necessary

provides sophisticated certificate
components for operating a PKI (including a CA and a
registration authority) and covers the whole lifecycle
digital
management). cv act PKintegrated supports an

of a certificate (certificate lifecycle

extensible variety of certificate formats, smart cards,

certificate revocation lists, online certificate
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validation via OSCP, certificate registration via SCEP
and a range of cryptographic methods and key
lengths.

In contrast to almost any other PKI solution, cv act
PKIntegratedwas from the beginning not designed
as stand-alone component, but as an add-on to a
user or device management system. When it comes
to (W)LAN protection, this is a considerable benefit,
because virtually every large corporation manages
%eelry(W)LlAl(l] I:Iiénfas,ss&/itlz:hlés,c atnc}J gcceess F())oirr]\ts
with a device management tool. cv act PKIntegrated
supports an easy data exchange with all major
device management solutions. The registration of
i%\pd&icgs, he change of device attributes, and
the deletion of device entries can be easily

connected with certificate creation, certificate

change and certificate revocation.

cv act PKintegratel provides automated linkage
between device and certificate management by
utilizing an existing identity management system.
This approach has the advantage that many different
device management systems, even in heterogeneous
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environments, can be connected without much
effort. Identity management systems are specialized
on managing identities — whether these are devices
or human users. Identity management systems
usually contain an extensive set of connectors and
drivers, which enable connections to most device
and user management solutions.

The integrated approach cv act PKIntegratedfollows
has the side-effect that it neither needs a user
interface of its own nor a database nor additional
protection, because all this is provided by the
identity management system. cv act PKlIntegratedis
therefore a very lean and cost-effective solution.

Many customers use cv act PKintegratedwith the
Novell Identity Management suite. There is a
seamless integration of cv act PKIntegratedinto the
Novell eDirectory and the Novell Identity Manager
(these two components are the core of the Novell
Identity Management portfolio). However, cv act
PKintegrated also interoperates well with other
identity management solutions, for instance with the
Oracle Identity Management and the IBM Tivoli
Identity Manager.
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However, a professional CA solution alone is not
enough to enable the cost-effective use of digital
certificates in a (W)LAN. One of the special
properties of (W)LAN security is that digital
certificates are not issued to persons but to
machines (typically PCs or Laptops). While a user
usually receives his digital certificate by showing up
personally in a PKI registration office (where he is
identified), it is impractical to carry each computer
to such a place in order to equip it with a digital
certificate. Therefore, a different approach has to be
found in such a scenario.

In a conventional approach, an administrator needs
to manually install a digital certificate on every
802.1x client machine. This is a time-consuming task,
especially in large corporations. When a certificate
expires, the administrator needs to exchange it
manually, which is again time-consuming. It is
therefore clear that by implementing a manual
certificate enrollment and exchange for a machine
little is gained over a password or secret key
solution.

To overcome this issue, cv act PKIntegratedshould
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The cryptovision product portfolio provides for solutions, which make the management of digital certificates for

(W)LAN protection easy — even in large environments.
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be complemented with an additional client
component called cv act workstation/cic. An
instance of cv act cv act workstation/cic is installed
on every machine, which can be done with a
software distribution tool (for instance Windows
Group Policy or Novell ZENworks). cv act
workstation/cic  triggers an automated and
transparent certificate enrollment for the machine it
is installed on. It also cares about the replacement of
an expiring certificate. Even in large corporations
with tens of thousands of machines, cv act
workstation/cic provides for a simple certificate
distribution.

Although cv act PKintegrated and cv act
workstation/cic are lean and simple solutions, they
need to be integrated carefully in existing
environments. cryptovision provides for powerful
integration best-practices, which lay a special focus
on connecting PKlI processes to Identity
Management processes.

Conclusion

A large-scale secure (W)LAN is only feasible with
digital certificates. cv act PKIntegratedis a high-end
solution for managing digital certificates. As cv act
PKintegrated consequently follows an Identity
Management integration approach, it is powerful,
lean and cost-effective. If cv act PKlintegrated is
complemented with cv act workstation/cic, it is
perfectly suited for securing 801.x-systems.

Of course, cv act PKIntegratedcertificates can be
used for much more than only for protecting (W)LAN
access. It as well supports every other security
application based on digital certificates. For instance,
Virtual Private Networks, e-mail encryption, and
digital signatures can be realized with the digital
certificates provided by cv act PKIntegrated

In today’s fast growing and permanently changing IT
ecosystems a PKI is the core component for
establishing a reliable security environment -—
providing privacy, authenticity, integrity and non-
repudiation. On this foundation, business processes
become efficient and secure, which enables
comfortable business growth without risks. The
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integrated approach of cv act PKintegrated
guaranties a smooth way to deploy a PKI as well as
the best total cost of ownership (TCO) for PKI
operation.

cryptovision

cryptovision is a leading supplier of innovative IT
security solutions based on cryptography. The
company specializes in lean add-on components,
which can be integrated into nearly any IT system to
gain more security in a convenient and cost effective
way. Based on its 10 year market experience and
broad background in modern cryptography —such as
ECC (elliptic curve cryptography) — all cryptovision
products continue to provide the most state-of-the-
art and future-proof technologies. From small
devices like citizen e-ID cards up to large scale IT
infrastructures, more than 30 million people
worldwide make use of cryptovision products in
defense, automotive, financial, government, retail
and industry.
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www.cryptovision.com.
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